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Abstract: Data Privacy and System Performance to be safe and efficient over the data collection. distributed data
sharing with Privacy-preserving requirements the problem is to transmit data safely and accurately. Handling data
stream efficiently. Shadow Coding — achieves privacy preserving computation in a data-recoverable Application —
pilot system in a city. In order to alleviate message redundancy and reduce message latency
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I.INTRODUCTION

It’s to be safe and efficient considering both data privacy and
system performance. Enable the data demander to access the
distributed data without knowing the privacy of any
individual provider. Propose practical method and shadow
coding to be privacy preserved data sharing.Achieves privacy
preserving computation in a data-recoverable, efficient, and
scalable way.Collecting data from distributed data providers
is a challenging task to big data related research communities
and industries.These local sites provide communication
services for mobile phones. Call volume and the location of
each base station are considered commercially confidential
by each communication operator.To protect the correlation
such as the distribution of base stations of a specified
operator. It is also highly required to be practical in
deployment. The data demander requires the accurate data to
support data analysis. Prior literature and research challenges
for a better understanding of distributed data sharing in a
privacy-preserved and recovery ensured way.

I1.PROPOSED SYSTEM

Identity-based systems allow any party to generate a public
key from known identity value as ASCII string. A trusted
third party called the Private Key Generator (PKG), it
generates the corresponding private keys. In thus master
public key, any party can compute a public key
corresponding to the identity ID by combining the master
public key with their identity value. The proposed system
consists of the following goals and has the scope as follows:

a) Goals:

e Collecting data from distributed data providers is a
challenging task to big data related research
communities and industries.

e Toimprove the existing system.

e The data demander requires the accurate data to
support data analysis.

b) Scope:
e Ensure that all the functionalities of a manual data
demander are covered.
e  Make sure the program is simple and easy to use.

Cloud Server: The cloud server hosts third-party data
storage and retrieve services. Since data may contain
sensitive information, the cloud servers cannot be fully
entrusted in protecting data. For this reason, outsourced files
must be encrypted. Any kind of information leakage that
would affect data privacy are regarded as unacceptable the
data user encrypts the query and sends it to the cloud server
that returns the relevant files to the data user. Afterward, the
data user can decrypt and make use of the file.

FILES \
/ ENCRYPHE
DATA OWNER FILES

SERVER

Asymmetric Key Generation: In the asymmetric
cryptography, refers to a cryptographic algorithm which is
requires to two separate keys one of which is secret (or
private) and one of which is public. Although different, the
two parts of this key pair are mathematically linked. The
public key is used toencryptplaintext. The term
"asymmetric" stems from the use of different keys to
perform these opposite functions, each the inverse of the
other as contrasted with conventional ("symmetric")
cryptography which relies on the same key to perform both.
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Data Authentication: When it comes to cloud data
protection methods, no particularly new technique is
required. Protecting data in the cloud can be similar to
protecting data within a traditional data center.
Authentication and identity, access control, encryption,
secure deletion, integrity checking, and data masking are all
data protection methods that have applicability in cloud
computing. This will briefly review these methods and will
note anything that is particularly unique to when these are
deployed in a cloud Authentication of users takes several
forms, but all are based on a combination of authentication
factors: something an individual knows (such as a
password), something they possess (such as a security
token), or some measurable quality that is intrinsic to them
(such as a fingerprint).
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Single factor authentication is based on only one
authentication factor. Stronger authentication requires
additional factors; for instance, two factor authentications is
based on two authentication factors (such as a pin and a
fingerprint).Authentication is usually predicated on an
underlying identity infrastructure. The most basic scheme is
where account information for one or a small number Cloud
Data Security: Sensitive Data Categorization 137 of users is
kept in flat files that are used to verify identity and
passwords, but this scheme does not scale to more than a
very few systems.

File Retrieval: The search time includes fetching the
posting list in the index, decrypting, and rank ordering each
entries. Our focus is on top-k retrieval. As the encrypted
scores are order preserved, server can process the top-k
retrieval almost as fast as in the plaintext domain. Note that
the serverdoes not have to traverse every posting list for
each given trapdoor, but instead uses a tree-based data
structure to fetch the corresponding list. Therefore,
theoverall search time cost is almost as efficient as on
unencrypted data.
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System architecture:

Upload the data through public key)

Encrypt the data with their keys
Storing datain
cloud
Vathary potected (User canaccess the data from the cloud
personal information from throughte e e
unauthorized access) e e
SMC
toan Recrtm.
Loghe

Description: The user has to login or register started with the
Weh. After clicking LOGIN button, the entered password and
the entered username will be sent to the back-end database
and the user will be granted access if he is registered within
the system. On clicking the ‘REGISTER NOW’ button, the
user will be directed to the registration form.

Description:
The Home Page offers: The login and register to generate the
account details process.
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Fig: Home page

Figure :user details

Description: For the security purpose the user has to fulfill
the above details. unique passwords will be given for security
reason.

111.CONCLUSION

A privacy-preserved data sharing problem is studied in the
context of real-life distributed mobile phone networks. We
formulate the problem as a distributed data sharing problem,
and we propose a shadow coding method with shadow
matrix computation, which is privacy-preserving, efficient,
and data-recoverable. A generalization of this method is also
used. To evaluate the proposed methods, we conduct the
experiments with a large-scale real-lifedatasets. The
proposed schema is also implemented as a pilot system in a
cityto collect distributed mobile phone data.
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