‘L{&mr
\\—>

Volume 3, Special Issue 2 (March '2017)

International Journal of Contemporary Research in Computer Science and Technology (IJCRCST)

ISSN: 2395-5325

Proceeding of - National Conference on Recent Trends in Information Technology and Communication,

Conference held at Velammal Engineering College,Chennai,India.

ENHANCED SECURITY FOR ATM TRANSACTION USING FACIAL
RECOGNITION AND EMAIL

Rajalakshmi.S ,
Assistant Professor,
Department Of Computer Science and Engineering,
Velammal Engineering College,
Chennai,India.

Abdul Salam.M,
UG Students,
Department Of Computer Science and Engineering,
Velammal Engineering College,
Chennai,India.

Sabarish Kanna.S,
UG Students,
Department Of Computer Science and Engineering,
Velammal Engineering College,
Chennai,India.

Vasanth.K.R,
UG Students,
Department Of Computer Science and Engineering,
Velammal Engineering College,
Chennai,India.

Abstract: The main aim of this project is to secure Automated Teller Machine (ATM) transactions from fraudulent activities by
authenticating the users based on facial recognition. However, this is not mandatory and it depends on the user. Those how
have opted for it will have their card transaction secured through face recognition. Face recognition is done by capturing the
face of the account holder from various angles and storing it in a central server. A camera is placed in the ATM machine at an
appropriate place so that it can capture the face of the person standing in front of it. Once the user swipes the card, the facial
recognition algorithm starts to recognize the card holder while parallelly it fetches data requires for authentication from the
central server. Once the system recognizes the face of the card holder to that of the account holder it proceeds further and asks
to enter the PIN. The user can enter the PIN and proceed further as usual. If the system does not recognize the card holder, then
it aborts the transaction. For those who have not opted for facial recognition will get the image of the person standing in front

of the ATM mailed to their authorized Email ID.

I.INTRODUCTION

Technology is changing in very faster rate. New
technologies are being invented every day. At the same time
the rate of high tech fraudulent activities is also increasing
day by day. The most vulnerable one is the ATM
transactions. There are various techniques with which one
can steal others money using ATM. Even though PIN is kept
secured there are chances that PIN can be exposed using
skimming activities. Skimming involves copying the card
details using a skimming device places in the swipe area of
the ATM machine and the PIN can be captured through a
pinhole camera placed in the ATM machine. Like this there
are many high-tech methods to steal card details.

This presses the urgent need to develop a mechanism so that
ATM transactions are secured. One way of doing this is by
verifying the card holder by facial recognition process. So
whenever the card holder swipes the card, live feed from the
camera placed in the ATM machine is taken and the
detected face in the live feed in compared with the face
stored in the central server for that account holder. Facial
recognition can be made as a optional authentication
mechanism since it is mandates the use of card only by the
authorised account holder. For other those who have not
opted for facial recognition, the image of the person
standing in front of the ATM machine is captured and
mailed to the account holder’s mail address. This can save
time in identifying the fraudster.

I.RELATED WORK

Facial Recognition System is an application that
mechanically identifies a person in the image or video or
from a live feed. One way of doing this is by matching
chosen facial features from a face database and from the live
feed or video or image. The aim of facial recognition is to
detect the face from the input feed and identify the person in
it. For identifying persons some face features should be
defined, so that the algorithm find match for those features
only.

There are 2 functions in a facial recognition system.
e  Face detector
e Face Recognizer

Face Detector: Face detection is the process of detecting or
locating human faces from an input feed. Face here is the
frontal face.

Face Recognizer: Once the face is detected, facial features
that are defined are extracted from the detected faces. These
extracted features are then compared with that of stored
faces for recognition. For the facial recognition algorithm to
work efficiently the algorithm must be trained with sample
faces with different expressions and in different lighting
conditions.

Algorithm for face recognition system:

Eigenfaces is the name given to a set of eigenvectors when
they are used in the computer vision problem of human face
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recognition. The approach of using eigenfaces for
recognition was developed by Sirovich and Kirby (1987)
and used by Matthew Turk and Alex Pentland in face
classification. The eigenvectors are derived from the
covariance matrix of the probability distribution over the
high-dimensional vector space of face images. The
eigenfaces themselves form a basis set of all images used to
construct the covariance matrix. This produces dimension
reduction by allowing the smaller set of basis images to
represent the original training images. Classification can be
achieved by comparing how faces are represented by the
basis set.

Eigen faces are the first computational model for face
recognition. It first appeared in a paper published in 1991 by
Turk and Pent land. The Eigen faces are a set of vectors
known as Eigen values or principal components. They are
found by taking the set of images as a matrix. Then find the
mean of this matrix. This mean is known as average face.
Now find the Eigen vectors of this matrix with the help of
average face . Since the Eigen vectors are having the same
dimension as that of images, they look like human faces.
Hence it is known as Eigen faces. In this first component or
first Eigen face. The interesting property of the eigenface is
that we can reconstruct the face from this Eigen . One
example is shown below. Images of a number of people, the
average face and Eigen vectors are shown in figure 1. Then
original image of person can be reconstructed using the
average image and Eigen vectors.

Algorithmic Description:
Let X:{Xl,Xz,...,XN} be a
observations Xi R,
1. Compute the mean Ww: p= 1/n(Xxi)
2. Compute the Covariance
1/N(E(Xi-p)(Xi - p)'
3. Compute the eigenvalues %; and
eigenvectors V; of S: Sv; = 4v; , i=1,2,...,n
4. Order the eigenvectors descending by their
eigenvalue. The K principal components are the
eigenvectors  corresponding to the K largest
eigenvalues.
The k principal components of the observed vector x are
then given by: y=W'(x - 1) Wherew = (V3,Va,...,v) .
The reconstruction from the PCA basis is given by: X =
Wy+p where w = (Vq,Va,...,Vk) .
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The Eigenfaces method then performs face recognition by:
o Projecting all training samples into the PCA
subspace.
o Projecting the query image into the PCA subspace.
o Finding the nearest neighbor between the projected
training images and the projected query image.
Still there’s one problem left to solve. Imagine we are given
400 images sized 100 X 100 pixel. The Principal
Component Analysis solves the covariance matrix S=XX,
where size(X) = 10000 X 400 in our example. You would
end up with a 10000X10000 matrix, roughly 0.8GB. Solving
this problem isn’t feasible, so we’ll need to apply a trick.
From your linear algebra lessons you know that aM X
N matrix with M > Ncan only have N - 1non-zero
eigenvalues.  So, it’s possible to take the
eigenvaluedecomposition S=X"X ofsize N X N instead:
X"Xv; = v
and get the original eigenvectors of S=XX" with a left
multiplication of the data matrix:
XXT(Xvy) = %i(XV)

I11.PROPOSED WORK

The important step is to locate a dominant open-source
appearance identification program that uses local feature
analysis and that is based on facial verification. This plan
must be compliable on multiple systems, involving
Windows and Linux variants, and also be customizable to
the degree of allowing for variations in processing power of
the machines onto which it would be deployed. Once a final
program is done, a simple ATM black box program is
developed. This program will serve as the hypothetical
ATM with which the facial recognition software will work
together. It will take a name and password, and then look
into a folder for a photograph that is associated with that

name.
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It will then take an image from a separate folder of “live”
images and use the facial recognition program to produce a
match level between the two images. At last it will use the
match level to decide whether “access” or not to allow
“access”, at which point it will terminate. Both pieces of
software will be checked for errors and run on a Windows
XP and a Linux system. If both are functioning properly,
they will be tweaked as much as potential to increase
performance (decreasing the time used up matching) and to
decrease memory footstep. Also for those who have not
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opted for facial recognition, the image of the card holder is
sent to the authorised account holder’s mail id. This is
implemented using mailing protocols available for python.

IV.CONCLUSION

Using facial recognition system as a means of authentication
in ATM can help make the ATM transaction fool proof. The
fraudulent activities are reduced.Also, if the account holder
is able to get the image of the person using the card, then it
will be easy to identify the person in case of any misuse of
card. Raspberry Pi is used to run the script for facial
recognition and also the script for mailing the image. A
high-quality camera is connected to the raspberry pi. This
setup is connected to the ATM Machine. Whenever a card is
swiped based on the user preference the facial recognition
script or the mailing script is invoked.
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