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Abstract: Wireless sensor network is a network that holds collection of sensors. Large-scale sensor networks are 
deployed in numerous application domains, and the data they collect are used in decision making for difficult 
infrastructures. Data are streamed from many more sources through intermediate processing nodes that aggregate 
information A malicious adversary may introduce additional nodes in the network or compromise existing ones. Data 
provenance allows the BS to trace the source and forwarding path of an individual data packet. Provenance must be 
recorded for each packet, but important Challenges arise due to the close storage, energy and bandwidth constraints 
of sensor nodes. Each provenance have unique identification key and also random generate encryption keys that 
satisfies such security and performance needs. We propose a provenance(the place of origin) based encryption 
strategy whereby each node on the path of a data packet securely encrypts and also embeds provenance 
information within a Bloom filter (BF) that is transmitted along with the data. For more security we implement linear 
congruential generator. An LCG is estentially a formula of the following form: number (a*number+c) mod m. All 
packets must be encrypted using above algorithm. 

Keywords: LCG , WSN, Malicious nodes, Bloom Filter, Congruential generator.

I.INTRODUCTION 

A wireless sensor network (WSN) consists of spatially 

distributed autonomous devices having sensing, computing 

and communication capabilities. Sensor nodes cooperatively 

monitor physical or environmental conditions, such as 

temperature, pressure, sound, vibration and motion or 

pollutants. Wireless sensor networks are used in 
environmental conditions where information is difficult to 

access. Sensor node, also known as a ’mote’, is a node in a 

wireless sensor network that is capable of performing some 

processing, gathering sensory information and 

communicating with other connected node sinthe network. 

Sensor network transmits the data from one node to another 

node in an adhoc way and finally to a base station where the 

data is stored, processed and displayed. Sensor nodes are 

vulnerable to a wide range of attacks.  

 

Packet encryption: 
This module contains sensor value encryption in every node. 
We implement AES algorithm for cryptographic keys128, 

192, and 256 bits block as input and output data. AES 

encrypts/decrypts a 128bit plaintext/cipher text by 

repeatedly applying the same round transformation a 

number of times depending on the key size, the input 128 bit 

plaintext is presented in a 4x4 matrix of bytes. 

 

Bloom filter techniques: 

We implement bloom techniques for carry the Provenance 

information one node to another node. We sent packet with 

every node MAC address. Bloom filters have a strong  
advantage over other data structures for representing sets, 

such as self-balancing binary search trees, tries, hash tables, 

or simple arrays or linked lists of the entries. Most of these 

require storing  the data items themselves, which can require 

anywhere from a small number of bits, for small integers, to 

an arbitrary number of bits, such as for strings 

 

Key generation: 
Once complete the packet encryption means key will be 

generated here this key will help the packet decryption for 

main server. In every node key will be generated the key 

will be sent automatically to main server. 

 

Mac address verification and decryption: 

Once packet reach destination means main server will check 

mac address then packets will be decrypted in descending 

order with the key. Main server having in every intermediate 

node mac address. Then response to sensor. 

 

Admin level notification: 
Main server get different kind of mac address mean 

automatically sent notification to admin level. 

 

II.RELATED WORK 

1) This paper presents a streaming (sequential) protocol for 

universal entanglement concentration at the Shannon bound. 

Alice and Bob begin with N identical (but unknown) two-

qubit pure states, each  state contains E ebits of 

entanglement. They each run as a  reversible algorithm on 

their qubits, and end up with Y perfect EPR pairs, where 

Y=NE ± O(√(N)). Our protocol is streaming, so that N input 
systems are fed in one at a time, and perfect EPR pairs are  
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start popping out almost immediately. It matches the optimal 

block protocol exactly at each stage, so the average yield 

after n inputs i.e〈 Y〉=nE-O(logn). So, somewhat 

surprisingly, there is not tradeoff between yield and lag-our 

protocol optimizes both. In contrast, the optimal N-qubit 

block protocol achieves the same yield, but since there is no 

EPR pairs are produced until the entire input block is read, 

its lag is O(N). 

 

2) In this paper the author said that malicious packet 

dropping attack is the major security threat to the data traffic 

in the sensor network, since it get reduces the legal network 

throughput and may hinder the propagation of sensitive data. 

Dealing with this attack is the challenging since the 

unreliable wireless communication feature and resource 

constraints of the sensor network may cause communication 

failure and misdirect to the incorrect decision about the 

presence of such attack. In this paper, we proposed a data 

provenance based on mechanism to detect the attack and 
identify the source of attack so the malicious node. For this 

purpose, we use the characteristics of the watermarking 

based secured provenance transmission mechanism that we 

proposed earlier and rely on the inter-packet timing 

characteristics after the provenance embedding. 

 

3) This paper presents the large-scale sensor-based decision 

support systems are being widely deployed. Assessing the 

trustworthiness of sensor data and the owners of this data is 

critical for the quality assurance of decision making in these 

systems. Trust evaluation frameworks use data provenance 

along with the sensed data values for compute the 
trustworthiness of each data item. However, in a sizeable 

multi-hop sensor network is provenance information 

requires a large and variable number of bits in each packet, 

which, in turn, results in high energy dissipation with 

extended period of the radio communication, making trust 

systems unusable. We propose an energy-efficient 

provenance transmission and construction scheme, which 

we refer to the Probabilistic Provenance Flow (PPF). To the 

best of our knowledge, ours is the first approach to make the 

Probabilistic Packet Marking (PPM) approach of IP trace 

back is feasible for the sensor networks. 
 

4) In this paper the author said about the wireless Sensor 

Networks are used in many application domains, such as 

cyber-physical infrastructure systems, environmental 

monitoring, power grids, etc for transmitting data 

information. Decision-making process is performed when 

large data are transferred. Provenance is a mechanism of 

trust and reputation which helps to gather, share and store 

the information which may lead to privacy and security 

threats in wireless sensor network. As many source nodes 

contends to gain access to the network for transmitting data 

to the Base station (BS), packet loss attack may occur due to 
congestion. In this paper, we described a technique for 

detecting packet drop attack by incorporating the routing 

load information of every hop in their path by using PDAC 

(Packet Drop due to Attacker or Congestion) detection 

technique. Thereby, the effectiveness of provenance is 

secured by avoiding packet drop attacks.  
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 Node2

  
 

III.CONCLUSIONS 
 Sensor nodes with malicious activities disrupt the data and 

operations in wireless sensor networks. With the malicious 

activities, aggregated sensed data becomes meaningless due 

to dropping the valid data and injecting the wrong data. 

Proposed method is proven to be efficient to detect security 

problems such as packet modification, dropping, misrouting, 

and using wrong identity. This project starts with creating a 

tree topology having parent-child relation information in a 

node. Data transmission happen across multiple rounds of 

equal time duration. Each node chooses its parent node at 

the beginning of a round. It identifies bad nodes after each 
round and keeps few suspiciously bad nodes till the 

completion of next round. At the end of each round, it tries 

to find the bad nodes from suspiciously bad nodes. But it 

detects suspiciously bad nodes during each packet 

decryption process if packet decryption fails and identifies 

the most bad nodes after each round of operation. 

Performance results show that it detects the malicious nodes 

early with high detection rate and low false detection 

compare to CPMD and CPMTS. It can be further improved 

to avoid transmission power level control attack and to 

optimize the overall packet size in the network. 
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