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ABSTRACT: Cloud computing is a promising and emerging technology for the next generation of IT applications. 

Cloud computing gained attention due to the growth of internet technologies, reduced costs of storage and 

processing, growth technologies of visualization and advancement in internet security. Cloud computing data 

security is one of the main challenges in cloud computing. An organization can decide to adopt cloud only on based 

on benefits to risk ratio. Data security and privacy protection issues are relevant to both hardware and software in 

the cloud architecture. This paper is focused on the security issues of cloud computing 
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1. INDRODUCTION 
 

Cloud computing has been envisioned as the next 

generation paradigm in computation. In the cloud computing 

environment, both applications and resources are delivered on 

demand over the Internet as services. Cloud is an environment 

of the hardware and software resources in the data centers that 

provide diverse services over the network or the Internet to 

satisfy user’s requirements [1]. 

Cloud computing is a model for enabling convenient, 

on-demand network access to a shared pool of configurable 

computing resources(eg. networks, servers, storage, 

applications & services) that can be rapidly provisioned and 

released with minimal management effort or service provider 

interaction through internet. The Internet cloud works as a 

service factory built around virtualized data centers. Cloud 

platforms are dynamically built through virtualization with 

provisioned hardware, software, networks, and datasets. The 

idea is to migrate desktop computing to a service-oriented 

platform using virtual server clusters at data centers. In Cloud 

Computing, service providers provide the storage for data 

along with services. But due the lack of proper security 

policies, Cloud Computing adoption is becoming a serious 

issue. This paper primarily discusses various issues and 

possible solution to data security related issues. 

 

2. CLOUD COMPUTING 
 

Cloud computing is a computing model in which 

hardware, platform, infrastructure and software are defined 

and delivered as a service rather than a product. Cloud 

computing is emerging from recent advances in technologies 

such as hardware virtualization, Web services, distributed 

computing, utility computing and system automation. Cloud 

computing takes advantage of hardware virtualization to 

securely and dynamically allocate physical resources such as 

computational power, storage, and networks to the users. 

Cloud resources are are delivered to the end-users through 

Web services. Google proposed cloud computing concept in 

2007, which would be including different business related 

services like Infrastructure as a Service (or "IaaS"), Platform 

as a Service (or "PaaS"), and Software as a Service (also 

known as "SaaS")[3]. 

2.1.CLOUD SERVICES 

     The services provided by cloud computing could be 

broadly categorized into 3 main categories. 

1. Software as a service (SaaS)  

2. Platform as a service (PaaS)  

3. Infrastructure as a service (IaaS)  

2.1.1 Software as a service (SaaS): In the Software as a 

Service, the services and all the software are all dealt over the 

cloud. The service providers manage all the offered services 

and also, those applications could be used by us, without 

actually installing them on our machines, regardless of the 

place where that application is stored. One of the example of 

SaaS is web services interface. Here are some other 

applications: Social network ,Video processing, Office suites 

,CRM, etc.  

 

Fig.1. Cloud Services 
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2.1.2 Platform as a service (PaaS): PaaS here, is an another 

delivery model for application. It provides all the resources, 

which are required for building the applications and the 

various services over the internet without installing or 

downloading any actual software. This category is used for 

delivering system software like operating systems and other 
associated services, required to run the application, through 

cloud without being downloaded or installed. 

 

2.1.3 Infrastructure as a Service or IaaS:  Sometimes IaaS 

is also referred as HaaS or Hardware as a Service. It allows 

you to rent the resources like servers, storage, hardware, 

&other various networking hardware components. In this 

model of computing, users (Client/ Organization) outsource 

the above mentioned operations. The service providers of IaaS 

own the equipments. The providers are only in-charge of 

running and maintenance of these services. Clients only have 

to pay for the operations they use.  

 

2.2 CLOUD MODEL 

 

   A cloud is basically a collection of different computers, 

anywhere in this world, with the functionality of paying-per-

use only for the clouds being used. The different types of 

clouds which are there are as follows:  

 

2.2.1 Private Clouds: The private clouds are basically the 

different datacenters whose use is been made in a private or 

secured network. It restricts the unwanted and unauthorized 

people to access the data that is under the company. This type 

of cloud is more secured than any other type of the traditional 

cloud. But, the managers will still have to take care of the 

purchase, building and maintenance work of the system.  

 

2.2.2 Public Cloud : Public clouds follow the traditional 

ways and concepts of the cloud computing. It lets the users use 

the computing resources from any part of the world. The 

different services could be used in the same Pay-per-use 

method, means paying only for the services the user uses, not 

for the whole deal [9].  

 

2.2.3 Hybrid Cloud: As per its name, a hybrid cloud or a 

mixed cloud is a mixture of both the clouds, i.e. the public and 

the private cloud. This is done by processing the work load 

through an enterprise data-center, and other services and 

activities would be provided by the help of a public cloud[9]. 

 

3. DATA STORAGE SECURITY ISSUES  

 

Time, cost, innovation are great benefits of cloud computing 

but still there are significant security concerns of cloud 

computing that need to be addressed when considering moving 

critical applications and sensitive data to public and shared 

cloud environments. Major security issues related to those 

faced by cloud and security issues faced by their customers are 

discussed below: 

 

3.1 Abuse of Cloud Computing: IaaS providers offer their 

customers the illusion of unlimited compute, network, and 

storage capacity often coupled with a frictionless registration 

process where anyone with a valid credit card can register and 

immediately begin using cloud services. Some providers even 

offer free limited trial periods. By abusing the relative 

anonymity behind these registration and usage models, 

spammers, malicious code authors, and other criminals have 

been able to conduct their activities with relative impunity. 

PaaS providers have traditionally suffered most from this kind 

of attacks; however, recent evidence shows that hackers have 

begun to target IaaS vendors as well. Future areas of concern 

include password and key cracking, DDOS, launching 

dynamic attack points, hosting malicious data, botnet 

command and control, building rainbow tables, and 

CAPTCHA solving farms.  

 

3.2 Account or Service Hijacking: Account or service 

hijacking is not new. Attack methods such as phishing, fraud, 

and exploitation of software vulnerabilities still achieve 

results. Credentials and passwords are often reused, which 

amplifies the impact of such attacks. Cloud solutions add a 

new threat to the landscape. If an attacker gains access to your 

credentials, they can eavesdrop on your activities and 

transactions, manipulate data, return falsified information, and 

redirect your clients to illegitimate sites. Your account or 

service instances may become a new base for the attacker. 

From here, they may leverage the power of your reputation to 

launch subsequent attacks. 

 

3.3 Unknown Risk Profile: One of the tenets of Cloud 

Computing is the reduction of hardware and software 

ownership and maintenance to allow companies to focus on 

their core business strengths. This has clear financial and 

operational benefits, which must be weighed carefully against 

the contradictory security concerns - complicated by the fact 

that cloud deployments are driven by anticipated benefits, by 

groups who may lose track of the security ramifications. 

Security by obscurity may be low effort, but it can result in 

unknown exposures. It may also impair the in-depth analysis 

required highly controlled or regulated operational areas [2].  

 

4. ALGORITHMS FOR DATA STORAGE 

SECURITY 

4.1. RSA algorithm: Today RSA algorithm is one of the 

public key cryptography algorithms used for encryption and 
decryption by many vendors. This is the first generation 

algorithm that used for providing Security to data [8]. It can 

encrypt a message without the need to exchange a separate 

secret key. The RSA algorithm can be used for both public key 

encryption and digital signatures. Its security is based on the 

difficulty of factoring large integers. Party A1 can send an 
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encrypted message to party B1 without any prior secret keys 

exchange. A1 uses B1's public key to encrypt the message and 

B1 decrypts it using the private key, which only he knows. 

RSA can also be usd to sign a message, so A1 can sign a 

message using their private key and B1 can verify it using A1's 

public key [8]. The RSA algorithm contains three steps, 

namely key generation, encryption and decryption. Here is the 
generating of key process which first is choosing two random 

numbers p and q. Then the number n should be computed [17]: 

n = pq. 

Thereafter a function φ (n) is computed: φ (n) = (p – 1) (q – 1). 

Also an integer e is chosen so that 1 < e < φ (n). 

Finally, the value of d is calculated: d = e-1 mod φ (n), such 

that: de mod φ (n) = 1, and e and φ (n) are co-prime. The result 

(n, d) is the private key and (n, e) is the public key. 

Encryption a text m is calculated by: c = me mod n, and 

decryption a text is calculated by: m = cd mod n [9]. 

 

6.1.1. RSA algorithm’s Security :There are a lot of initial 

attacks on RSA, which are not so powerful, because there 

are improvements added to RSA, but one of the most 

famous one of these improvements is on use of common 

modulus for all users, for example not to choose different n 

= pq for each user. This problem can occur in a system, 

where a trusted central authority generates public and 

private keys for users by using a fixed value for n. In this 

case user A1 can factor the modulus n, using his own 

exponents, e and d. Then A1 can use the public key of B1 to 

recover his private key. The solution is simply not to use a 

different n for each user. This attack is not applicable in 

systems, where each user generates the pair of keys on 

his/her machine. Here the value of n must be different for 

each user [17]. One of other attacks on RSA is called 

timing attack. When a user A1 uses RSA algorithm for 

digital signature or encryption/decryption, a troublemaker 

can specify the private key by measuring the time it takes to 

execute signature or decryption. This attack could be 

applied on the systems that are connected to a network, for 

example, using a smart card. The intruder cannot read the 

smart card's content, because it is resistant to unauthorized 

access, but he can determine the private key by using 

timing attack. One of the possibilities to Deal with timing 

attack is to add some delay to the process, because the 

process always takes a fixed amount of time [17]. 

 

5. CONCLUSION 

 

Security of data in cloud is one of the major issue in 

cloud computing environment. This paper surveyed the 

various existing security measures in cloud computing and 

compare their various security parameters. To provide security 

of data in cloud is one of the major issues, which hold back the 

clients to store their data in cloud environment. Even though 

the security problems cannot be solved completely, better and 

powerful security measures can be applied to provide 

maximum security which can gain the trust of clients to store 

and access their data from the cloud storage. 
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