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Abstract:Security in the computer is largely supported by passwords for authentication process. Alphanumeric
passwords still remain as the most common Authentication method. This conventional authentication method has
been shown to besusceptible security threats such as phishing attack, brute force attack, dictionary attack, spyware
attack etc. To overcome the vulnerabilities of traditional methods, a numerous graphical password authentication
systems have been designed. These graphical passwords are usually seen as complex and time consuming.
Furthermore, the existing graphical passwords are susceptible to spyware and shoulder surfing attacks. In this paper
we propose this 2 step random coloured grid graphical password scheme to abolish the above mentioned well
known security threats. Considering the drawbacks of the existing graphical password systems, we have proposed a
robust graphical password scheme, which is highly adaptable for traditional desktop systems, smart phones and
other web applications
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I.INTRODUCTION better security than traditional text based passwords. It is

difficult for the intruder to break graphical passwords using

Authentication is a process by which system verifies the conventional attack methods like brute force attack,

identity of a user. Authentication is the main step of any dictionary attack etc.
security system. Text passwords remain the most common —

method for several reasons [13-14]. This method is

susceptible to various predominant attacks like phishing,

spyware attacks etc. Token based Knowledge based
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To address the problem with conventional models
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Figure 1: Taxonomy of Password Authentication

A graphical password is an authentication system that works Techniques

by having the user select images shown in a GUI. That is
why graphical passwords are also called as Graphical user
authentication systems. Besides, graphical passwords offer

The idea of graphical passwords was initially developed by
Greg Blonder [1] in the year 1996. Though Graphical
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passwords are much easier to remember, they provide high
level of security. Graphical passwords are classified into two
types i.e. recognition based graphical passwords and recall
based graphical passwords [10]. Recognition-based systems,
also known as cognometric systems [11] or search metric
systems [12]. Recall bases systems are further classified into
2 types i.e. a pure recall based graphical passwords and cued
recall based graphical passwords.

In Recognition based schemes, user will be shown a set of
images. In the authentication step user selects a couple of
images which were chosen at the registration phase. In
Recall based schemes, user is supposed to reproduce
something which he/she created or selected during the
registration phase. In Pure recall based schemes the user has
to reproduce the password without any help from the
system. Draw-A-Secret technique [6], grid selection [1] and
Passdoodle [4] are some of the examples of this method. In
recall based schemes the user will have some assistance
from the system to reproduce their passwords. User has to
click on some points at the registration phase to set them as
his password and has to click on the same points during the
authentication. Passpoints scheme [5], cued click points
scheme [7] are the examples of this method.

The existing graphical passwords are seen as complex and
time consuming for the users. An Authentication system
should force the user to select strong password while not
affecting the memorability. We applied this approach to
propose a novel two step authentication graphical password
scheme.

I1.PROPOSED SYSTEM

Considering the drawbacks of the existing graphical
password systems, we have proposed a robust graphical
password scheme, which is highly adaptable for traditional
desktop systems, smart phones and other web applications.
Our proposed system consists of 2 phases. The first phase is
the user registration phase and the second phase is the
authentication phase.

Phase 1: Register phase

In first phase i.e., registration phase user enters his desired
username and an alphanumeric password. For the security
code the user will be shown a 6*6 grid in which the user has
to assume an imaginary pattern line across the randomly
coloured squares and enter the character in the squares
through which his assumed imaginary pattern line passes.

Phase 2: Login phase

In the second phase i.e., authentication phase user will be
authenticated in 4 steps.

Step 1: User enters his username.

Step 2: The user is shown a 6*6 square grid. User has to
enter the first letter of the colour of the squares in which his
password letters lie. The colours available and there first

letters are P-pink, Y-yellow, G-green, W-white, B-blue and
R-red.

Step 3: In this step another 6*6 grid is shown to the user.
User has to enter the first letter of the colour of the squares
through which his imaginary pattern line passes.

Step 4: In this step verification of the password and security
code is carried out by conducting a comparison in the
background (server side for web applications). For every
login attempt step 2 and step 3 are carried out for the
original password and security code which were set at
registration phase. If the starting letters of the colours of the
squares entered by the user matches with the starting letters
of the colours of the squares generated in the background for
the same grids, user will be granted access.

Figure2: showing an imaginary pattern line.
In this example the security code is “ou067” is entered in
the register phase. The user has to enter “PRPGY” in the
login phase. A 6*6 square grid is shown to the user, which
contains 26 alphabets and 0-9 numerals. The colours are
randomized in the squares of the 6*6 using 6 different
colours (Red, Blue, Green, Yellow, White and Pink). For
each login attempt the colours squares of the grid are
randomized, but the alphabets and numbers are placed in an
order for the convenience of the user. As the user enters the
first letters of the colours there is no chance of phishing and
shoulder surfing. Even if the intruder knows the colour of
the square through phishing or some spyware, he can’t
identify the exact password and security code since there
will 6 same coloured grids containing different characters.
To increase the security levels the user is supposed to
choose passwords which are at least 6 characters long.
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Enter the starting letter of the color of the squares.
through which vour imaginary pattern line passes

Green-G Blue-B Yellow-Y Red-R Pink-P

security code =e==- |

refresh login

user name abc321

Enter the starting letter of the color of the squares.
in which vour passwords characters lie

Green-G Blue-B Yellow-Y Red-R Pink-P

pass\vofd ..........

MNext
Figure 3: login phase

I11.RESILIENCE OF PROPOSED SYSTEM
AGAINST ATTACKS

1.Dictionary Attacks: Graphical passwords are less
vulnerable to dictionary attacks. In our proposed system, as
the user enters only the starting letters of the colours, it will
be impractical to carry out dictionary attacks against this
graphical password method.

2. Guessing Attacks: Guessing attack is another eminent
strategy used by the intruders. Even if the attacker tries to
guess the password, the security code used in our proposed
system makes our system resilient against guessing attacks
since user has a chance to select an imaginary pattern of his
own choice. Even if the attacker tries on guessing the
colours it would be of no use since the colours of the squares
get changed for every login attempt. Hence the probability
of guessing attacks is very low.

3. Spyware attacks: Excluding a few exception, key
loggers and screen loggers cannot be used to attack against
this method. By using a key logger if the attacker knows the
colours of the squares in which the password characters lie,
it would be of no use to him since there will be another 5
characters lying in the same colour. The colours of the
squares of the grid will be randomized for the next attempt
he tries. Hence our proposed system is resistant to spyware
attacks

4. Shoulder surfing: Unlike recognition based graphical
passwords, recall based graphical passwords are more
resistant to shoulder surfing [8]. In the proposed system,
even if the peeper observes the colour of the square in which
the password character lies, he cannot identify the exact
password character since the user enters the first letter of the
colour of the square (not the actual character).Thus proposed
system is resilient to shoulder surfing attacks.

5. Social Engineering: compared to ordinary alphanumeric
passwords, it is inconvenient for a user to give his graphical
password to another person. Hence graphical passwords are
less susceptible to social engineering attacks. 6. Phishing
Attacks: Phishing attacks are easily done in web
applications. A phishing website can easily copy the login
page from a legitimate site, including the area for entering
the graphical password. In the proposed system when the
users enters their username and the starting letters of the
colours of the squares in the phishing site this entire
information is sent to the attacker. Even if the attacker
knows the colours of the grids he cannot identify the exact
code since there will be 5 other characters residing in the
same coloured grid.

IV.CONCLUSION

Access authentication is crucial for computer security. As
the graphical passwords are attack resistant, there is a
growing interest for them. Presently  numerous
authentication techniques and models are available. But,
each of them have their own pros and cons. In this paper we
have proposed a graphical password scheme that is more
resilient to dictionary attacks, shoulder surfing, spyware and
phishing attacks[15]. This 2 step random colored grid
graphical password authentication scheme shows promise as
a usable and memorable authentication mechanism. Overall,
the existing graphical password schemes are still immature.
Much more research and user studies are needed for
graphical password mechanisms to achieve higher level of
maturity and usefulness.
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