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Abstract: Cloud computing is the technology that allows the users to charge computing resources according to their 
requirements. The users are majorly shifting towards the Cloud for their business requirements as it offers many benefits. 
However, as the shape of the cloud computing is emerging and developing rapidly both conceptually and in reality, contractual, 
economic, service quality, interoperability, security and privacy issues still pose significant challenges. Hence, security at 
different levels is necessary in order to ensure proper implementation of cloud computing environment such as: data related 
security, server, internet, and database and program access security. This paper introduces a detailed study of the cloud 
computing security issues and attacks focusing on the cloud computing layers and the service delivery types. In addition, we 
need to ensure data security at network, physical and application layer to maintain a secure cloud. There are various issues that 
need to be addressed with respect to security in a cloud computing environment.  
 
Keywords: Security, Cloud Computing, SaaS, PaaS, IaaS, Data integrity, Data security  

 

 

I. INTRODUCTION  
Cloud is a metaphor to describe web as a space where 

computing has been preinstalled and exist as a service; such 

as information ,infrastructure , applications, storage and 

processing power exist on the web ready to be shared. To the 

users, cloud computing is a Pay per Use On-Demand mode 

that can easily access shared IT resources through the 

Internet. Where the IT resources include server, storage, 

network, application, service and so on and they can be 

deployed with much fast and easy manner and less 

management and also provide interactions with service 

providers. Cloud computing can much improve the 

availability of IT resources and owns many advantages over 

other computing techniques. Cloud computing is the 

emerging technology which emphasizes commercial 

computing [1]. Cloud Computing appears as a computational 

paradigm as well as distribution architecture and its main 

objective is to provide secure, quick, convenient data storage 

and net computing service, with all computing resources 

visualized as services and delivered over the Internet [2, 3]. In 

this paper, first we discussed types and service model of the 

cloud computing.  Next, we present a list of vulnerabilities 

and threats issue in fundamental level of cloud computing, 

and we also indicate cloud service models can be affected by 

security issue. Furthermore, we describe security issues for 

Cloud Computing Service models (SaaS, PaaS and IaaS), 

identifying the main vulnerabilities in Network and 

Application layer level in cloud environment. 

 
A) TYPES OF CLOUD 

There are also four different cloud deployment models 

namely Private cloud, Public cloud, Hybrid cloud and 

Community cloud. Details about the models are given below 

[4]. 

 

i) Public Cloud: A cloud infrastructure is provided to many 

customers and is managed by a third party and exists 

beyond the company firewall. It is for the general public 

where resources, web applications, web services are 

provided over the internet and any user can get the 

services from the cloud. Public Organizations helps in 

providing the infrastructure to execute the public cloud. 

Multiple enterprises can work on the infrastructure 

provided, at the same time and users can dynamically 

provision resources. Public cloud providers such as 

Google or Amazon offer an access control to their clients. 

Examples of a public cloud include Microsoft Azure, 

Google App Engine. 

 

ii) Private cloud: Private cloud can be owned or leased and 

managed by organizations internally and is for a single 

organization, anyone within the organization can access 

the data, services and web applications but users outside 

the organizations cannot access the cloud. Infrastructure 

of private cloud is completely managed and corporate data 

are fully maintained by the organization itself. One of the 

best examples of a private cloud is Eucalyptus Systems. 

 

iii) Hybrid Cloud: A composition of two or more clouds 

(public, private and community), linked in a way that data 

transfer takes place between them without affecting each 

other. Basically it is an environment in which multiple 

internal or external suppliers of cloud services are used in 

various environments. It is being used by most of the 

organizations. These clouds would typically be created by 

the enterprise and management responsibilities would be 

split between the enterprise and the cloud provider. In this 

model, a company can outline the goals and needs of 

services.  

iv) Community Cloud: Infrastructure shared by several 

organizations for a shared cause and may be managed by 

them or a third party service provider and rarely offered 

cloud model. The cloud is basically the mixture of one or 

more public, private or hybrid clouds, which is shared by 

much organization for a single cause (mostly security). A 

cloud environment operating according to this model may 

exist locally or remotely. An example of a Community 

Cloud includes Face book [4]. 
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B) CLOUD SERVICE MODELS 

 
Generally cloud services can be divided into three categories: 

Software as a Service (SaaS), Platform as a Service (PaaS), 

and Infrastructure as a Service (IaaS) [5]. 

 
i) Infrastructure as a Service (IaaS): Infrastructure as a 

service (IaaS) refers to the sharing of hardware resources 

for executing services using Virtualization technology. Its 

main objective is to make resources such as servers, 

network and storage more readily accessible by 

applications and operating systems. IaaS has evolved from 

virtual private server (vps) concept. Consumers can 

customize the entire infrastructure package by selecting 

CPU hours, storage space, bandwidth etc. Examples of 

IaaS includes Amazon Elastic Cloud Computing (EC2), 

Amazon S3, GoGrid[7]. 

 

ii) Platform as a Service (PaaS) : It is the delivery of a 

computing platform and solution stack as a service 

without software downloads or installation for developers, 

IT managers or end-users. PaaS model aims to protect 

data, which is especially important in case of storage as a 

service. Examples of PaaS includes: Force.com, Google 

App Engine and Microsoft Azure. 

 

iii) Software as a Service (SaaS): It ensures that complete 

applications are hosted on the internet and users use them. 

The payment is made on a payper- use model. It 

eliminates the need to install and run the application on 

the customer’s local computer, thus alleviating the 

customer’s burden for software maintenance. SaaS 

features a complete application offered as a service on 

demand. Examples of SaaS includes: Salesforce.com, 

Google Apps[5][6]. 

 

 

II. SECURITY ISSUES IN CLOUD COMPUTING 

 
Security at different levels such as Network level, Host level 

and Application level is necessary to keep the cloud up and 

running continuously and the same has been discussed. In 

accordance with these different levels, various types of 

security breaches may occur which have been classified in 

this section. 

 

A) FUNDAMENTAL SECURITY ISSUES 

 
Recent Web technology towards enabling the use of Software 

as a Service (SaaS) relieves the users from tasks like 

maintenance and installation of software. It has been used 

widely all around. As the user community using Web 

Technology is increasing by leaps and bounds, the security 

has become more important than ever for such 

environment[8][9].  

 

i) SQL injection attacks: This attack is the one in which a 

malicious code is inserted into a standard SQL code. 

Thus the attackers gain unauthorized access to a database 

and are able to access sensitive information. Sometimes 

the hacker’s input data is misunderstood by the web-site 

as the user data and allows it to be accessed by the SQL 

server and this lets the attacker to have know how of the 

functioning of the website and make into that changes 

[10]. 

 

ii) Cross Site Scripting (XSS) attacks: Which inject 

malicious scripts into Web contents have become quite 

popular since the inception of Web 2.0. Static websites 

do not suffer from the security threats which the dynamic 

websites do because of their dynamism in providing 

multi-fold services to the users. As a result, these 

dynamic websites get victimized by XSS attacks. More 

often either unknowingly (about the possible hazards) or 

out of curiosity users click on these hazardous links and 

thus the intruding third party gets control over the user’s 

private information or hack their accounts after having 

known the information available to them [11]. 

 

iii) Man in the Middle attacks (MITM): In such an attack, 

an entity tries to intrude in an ongoing conversation 

between a sender and a client to inject false information 

and to have knowledge of the important data transferred 

between them. Various tools implementing strong 

encryption technologies like: Dsniff, Cain, Ettercap, 

Wsniff, Airjack etc. have been developed in order to 

provide safeguard against them. A few of the important 

points like: evaluating software as a service security, 

separate endpoint and server security processes, 

evaluating virtualization at the end-point have been 

mentioned by Eric Ogren [13]. 

 

iv) XML Signature Wrapping Attack: Wrapping attacks 

aim at injecting a faked element into the message 

structure so that a valid signature covers the unmodified 

element while the faked one is processed by the 

application logic. As a result, an attacker can perform an 

arbitrary Web Service request while authenticating as a 

legitimate user 

 

v) Malware Injection: In a malware-injection attack an 

adversary attempts to inject malicious code into a system. 

This attack can appear in the form of code, scripts, active 

content, and/or other software. When an instance of a 

legitimate user is ready to run in the cloud server, the 

respective service accepts the instance for computation in 

the cloud. The only checking done is to determine if the 

instance matches a legitimate existing service. However, 

the integrity of the instance is not checked. By 

penetrating the instance and duplicating it as if it is a 

valid service, the malware activity succeeds in the cloud 

[19]. 

 

vi) Social Engineering Attack: A social engineering attack 

is an intrusion that relies heavily on human interaction 

and often tricking other people to break normal security 

procedures. 

  

vii) Account Hijacking: Account hijacking is usually carried 

out with stolen credentials. Using the stolen credentials, 

attackers can access sensitive information and 

compromise the confidentiality, integrity, and availability 
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of the services offered. Examples of such attacks include: 

eavesdropping on transactions/sensitive activities, 

manipulation of data, returning falsified information, and 

redirection to illegitimate sites. 

 

viii) Traffic Flooding: Traffic flooding attacks bring a 

network or service down by flooding it with large 

amounts of traffic. Traffic flooding attacks occur when a 

network or service becomes so weighed down with 

packets initiating incomplete connection requests it 

cannot process genuine connection requests. Eventually, 

the host’s memory buffer becomes full and no further 

connections can be made, and the result is a Denial of 

Service [18][19]. 

 

B) SECURITY ISSUES IN NETWORK LAYER 

LEVELS 

 
Networks are classified into different types like: shared and 

non-shared, public or private, small area or large area 

networks and each of them have a number of security threats 

to deal with. While considering the network level security, it 

is important to distinguish between public and private clouds. 

There is less vulnerability in a private cloud in comparison to 

public cloud. Almost all the organizations have got a private 

network in place and hence the network topology for a private 

cloud gets defined. And in most of the cases, the security 

practices implemented apply to the private cloud too.  We can 

now see the reasons because of which organizations are not 

moving their sensitive data to public clouds and instead 

relying on private cloud. In addition to the concerns 

mentioned above, issues associated with network level 

security comprise of: DNS attacks, Sniffer attacks, issue of 

reused IP address, Denial of Service (DoS) and Distributed 

Denial of Service attacks (DDoS) etc. [21]. 

 

i) DNS Attacks: Domain Name Server (DNS) performs the 

translation of a domain name to an IP address since the 

domain names are much easier to remember. Hence, the 

DNS servers are needed. But there are cases when having 

called the server by name, the user has been routed to 

some other malicious cloud instead of the one he asked 

for and hence using IP address is not always feasible. 

Although using DNS security measures like: Domain 

Name System Security Extensions (DNSSEC) reduces 

the effects of DNS threats but still there are cases when 

these security measures prove to be inadequate when the 

path between a sender and a receiver gets rerouted 

through some malicious connection. It may happen that 

even after all the DNS security measures are taken, the 

route selected between the sender and receiver cause 

security problems [14]. 

 

ii) Sniffer Attacks: These types of attacks are launched by 

applications which can capture packets flowing in a 

network and if the data that is being transferred through 

these packets is not encrypted, it can be read. There are 

chances that vital information flowing across the network 

can be traced or captured. A sniffer program, through the 

NIC (Network Interface Card) ensures that the 

data/traffic linked to other systems on the network also 

gets recorded. It can be achieved by placing the NIC in 

promiscuous mode and in promiscuous mode it can track 

all data, flowing on the same network. A malicious 

sniffing detection platform based on ARP (Address 

Resolution Protocol) and RTT (Round Trip Time) can be 

used to detect a sniffing system running on a network 

[15]. 

 

iii) Issue of Reused IP Addresses: Each node of a network 

is provided an IP address and the number of IP addresses 

that can be assigned is limited. A large number of cases 

related to re-used IP-address issue have been observed 

lately. When a particular user moves out of a network, 

then the IP-address associated with him (earlier) is 

assigned to a new user. This sometimes risks the security 

of the new user as there is a certain time lag between the 

change of an IP address in DNS and the clearing of that 

address in DNS caches. And hence, we can say that 

sometimes though the old IP address is being assigned to 

a new user still the chances of accessing the data by some 

other user is not negligible as the address still exists in 

the DNS cache and the data belonging to a particular user 

may become accessible to some other user violating the 

privacy of the earlier user [16]. 

 

iv) BGP Prefix Hijacking: Prefix hijacking is a type of 

network attack in which a wrong announcement related 

to the IP addresses associated with an Autonomous 

System (AS) is made. Hence, malicious parties get 

access to the untraceable IP addresses. On the internet, IP 

space is associated in blocks and remains under the 

control of ASs. An autonomous system can broadcast 

information of an IP contained in its regime to all its 

neighbours. These ASs communicate using the Border 

Gateway Protocol (BGP) model. Sometimes, due to some 

error, a faulty AS may broadcast wrongly about the IPs 

associated with it. In such case, the actual traffic gets 

routed to some IP other than the intended one. Hence, 

data is leaked or reaches to some other unintended 

destination [16].  

 

C) SECURITY ISSUES IN APPLICATION 

LAYER LEVELS 

 
Application level security refers to the usage of software and 

hardware resources to provide security to applications such 

that the attackers are not able to get control over these 

applications and make desirable changes to their format. Now 

a days, attacks are launched, being disguised as a trusted user 

and the system considering them as a trusted user, allows full 

access to the attacking party and gets victimized. The threats 

to application level security include XSS attacks, Cookie 

Poisoning, Hidden field manipulation, SQL injection attacks, 

DoS attacks, Backdoor and Debug Options, CAPTCHA 

Breaking etc. resulting from the unauthorized usage of the 

applications. 

 

i) Security Concerns with the Hypervisor: Cloud 

computing rests mainly on the concept of virtualization. 

In a virtualized world, hypervisor is defined as a 

controller popularly known as Virtual Machine Manager 

(VMM) that allows multiple operating systems to be run 

on a system at a time, providing the resources to each 
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operating system such that they do not interfere with 

each other. As the number of operating systems running 

on a hardware unit increase, the security issues 

concerned with those new operating systems also need to 

be considered. Because multiple operating systems 

would be running on a single hardware platform, it is not 

possible to keep track of all such systems and hence 

maintaining the security of the operating systems is 

difficult. It may happen that a guest system tries to run a 

malicious code on the host system and bring the system 

down or take full control of the system and block access 

to other guest operating systems [17]. 

 

ii) Denial of Service Attacks: A DoS attack is an attempt 

to make the services assigned to the authorized users 

unavailable. In such an attack, the server providing the 

service is flooded by a large number of requests and 

hence the service becomes unavailable to the authorized 

user. Sometimes, when we try to access a site we see that 

due to overloading of the server with the requests to 

access the site, we are unable to access the site and 

observe an error. This happens when the number of 

requests that can be handled by a server exceeds its 

capacity. Each cloud is loaded with separate IDS. The 

different intrusion detection systems work on the basis of 

information exchange. In case a specific cloud is under 

attack, the cooperative IDS alerts the whole system. A 

decision on trustworthiness of a cloud is taken by voting, 

and the overall system performance is not hampered [21]. 

 

iii) Cookie Poisoning: It involves changing or modifying 

the contents of cookie to have an unauthorized access to 

an application or to a webpage. Cookies basically contain 

the user’s identity related credentials and once these 

cookies are accessible, the content of these cookies can 

be forged to impersonate an authorized user. This can be 

avoided either by performing regular cookie cleanup or 

implementing an encryption scheme for the cookie data 

[12]. 

 

iv) Hidden Field Manipulation: While accessing a web-

page, there are certain fields that are hidden and contain 

the page related information and basically used by 

developers. However, these fields are highly prone to 

attacks by hackers as they can be modified easily and 

posted on the web-page [20].  

 

v) Backdoor and Debug Options: A common practice by 

the developers is to enable the debug option while 

publishing a web-site. This enables them to make 

developmental changes in the code and get them 

implemented in the web-site. Since these debug options 

facilitate back-end entry to the developers, and 

sometimes these debug options are left enabled 

unnoticed, this may provide an easy entry to a hacker 

into the web-site that let him make changes at the 

website level [22]. 

 

vi)  Distributed Denial of Service Attacks: DDoS may be 

called an advanced version of DoS in terms of denying 

the important services running on a server by flooding 

the destination sever with large numbers of packets such 

that the target server is not able to handle it. In DDoS the 

attack is relayed from different dynamic networks which 

have already been compromised unlike the DoS attack. 

The attackers have the power to control the flow of 

information by allowing some information available at 

certain times. Thus the amount and type of information 

available for public usage is clearly under the control of 

the attacker [22]. This logic provides a transparent 

transport layer, through which the common protocols 

such as HTTP, SMTP, etc. can pass easily.  

 

vii) CAPTCHA Breaking: CAPTCHAs were developed in 

order to prevent the usage of internet resources by bots or 

computers. They are used to prevent spam and 

overexploitation of network resources by bots. Even 

multiple web-site registrations, dictionary attacks etc. by 

an automated program are prevented using a CAPTCHA. 

But recently, it has been found that the spammers are 

able to break the CAPTCHA, provided by the Hotmail 

and Gmail service providers. They make use of the audio 

system able to read the CAPTCHA characters for the 

visually impaired users and use speech to text conversion 

software to defeat the test. In yet another instant of 

CAPTCHA Breaking, it was found that the net users are 

provided some form of motivation towards solving these 

CAPTCHA’s by the automated systems and thus 

CAPTCHA breaking takes place [23]. 

 

viii) Dictionary Attack: Data security in a cloud computing 

environment can be compromised by carrying out a 

dictionary or brute force attack. In a dictionary attack, the 

intruder makes use of all the possible word combinations 

which could have been successfully used to decrypt the 

data residing in/flowing over the network. In this 

protocol, the client is presented a challenge whenever it 

tries to access a network. It is then required to compute 

the response to the same and reply back to the server in 

order to able to access the network. Response 

computation is a time consuming process thus avoiding 

the users to be able to launch brute force or dictionary 

attacks in a short period of time and hence ensuring 

security against the same. 

 

ix)  Google Hacking: Google has emerged as the best 

option for finding details regarding anything on the 

internet. Google hacking refers to using Google search 

engine to find sensitive information that a hacker can use 

to his benefit while hacking a user’s account. Generally, 

hackers try to find out the security loopholes by probing 

out on Google about the system they wish to hack. After 

having gathered the necessary information, they carry out 

the hacking of the concerned system [24]. 

 

III. SECURITY ISSUES IN CLOUD SERVICE 

MODELS 

 
a) Security Issues in SaaS: It has based on following key 

security element should be carefully considered as an 

Integral part of the SaaS deployment process: Data 

Security, Network Security, Data locality, Data integrity, 

Data access, Data Segregation, Authorization and 

Authentication, Data Confidentiality, web Application 
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security, Data Breaches, Virtualization vulnerability, 

Availability, Backup and Identity Management on sign-

on process[7]. 

  

b) Security Issues in PaaS: In PaaS, the provider might 

give some control to the people to build applications on 

top of the platform. But any security below the 

application level such as host and network intrusion 

prevention will still be in the scope of the provider. 

Metrics should be in place to assess the effectiveness of 

the Application security programs. Hackers are likely to 

attack visible code, including but not limited to code 

running in user context. They are likely to attack the 

infrastructure and perform extensive black box testing. 

The vulnerabilities of cloud are not only associated with 

the web applications but also vulnerabilities associated 

with the machine to machine Service Oriented 

Architecture (SOA) applications.  

 

c) Security Issues in IaaS: In IaaS, taking virtual 

machines, which contain critical applications and 

sensitive data, off premise to public and shared cloud 

environments creates security challenges for 

organizations that have relied on network perimeter 

defense as the main method to protect their datacenter. It 

may also revoke compliance and breach security policies. 

OS Security issues also alive in IaaS [9][18]. 
 

IV. DATA SECURITY ISSUES IN CLOUD 

 
Data seeking is done immensely by many cloud consumers, 

which can give rise to serious security concerns in cloud 

environment. In this section, different issues related to data 

security in cloud computing have been described. There is a 

critical need to securely store, manage, share and scrutinize 

enormous amounts of data. It is very important that the cloud 

should be secured enough to maintain the security of data. 

Exact physical localization of user data in virtual cloud 

atmosphere is among some of the prime challenges in cloud 

computing. The major security challenge with clouds is that 

the owner of the data may not have complete knowledge of 

where their data are stored. Data security involves encrypting 

the data as well as ensuring that suitable policies are imposed 

for sharing those data. There are numerous security issues for 

cloud computing. Some of the major data security issues are,  

i) Data Privacy: The data privacy is also one of the key 

concerns for Cloud computing. A privacy steering 

committee should also be created to help make decisions 

related to data privacy. Requirement: This will ensure 

that your organization is prepared to meet the data 

privacy demands of its customers and regulators. Data in 

the cloud is usually globally distributed which raises 

concerns about jurisdiction, data exposure and privacy. 

Organizations stand a risk of not complying with 

government policies as would be explained further while 

the cloud vendors who expose sensitive information risk 

legal liability. Virtual co-tenancy of sensitive and non-

sensitive data on the same host also carries its own 

potential risks [18]. 

ii) Data Integrity: It is very essential to maintain the 

integrity of data. The stored data in the cloud storage 

may suffer from enormous damage occurring during the 

transition operations from or to the cloud storage 

provider. The risk of attacks from both inside and outside 

the cloud provider exists and should be considered. Data 

corruption can happen at any level of storage and with 

any type of media, So Integrity monitoring is essential in 

cloud storage which is critical for any data center. Data 

integrity is easily achieved in a standalone system with a 

single database. Data integrity in such a system is 

maintained via database constraints and transactions. 

Transactions should follow ACID (Atomicity, 

Consistency, Isolation and Durability) properties to 

ensure data integrity. Most databases support ACID 

transactions and can preserve data integrity. Data 

generated by cloud computing services are kept in the 

clouds. Keeping data in the clouds means users may lose 

control of their data and rely on cloud operators to 

enforce access control [25]. 

 

iii) Data Intrusion: Data Intrusion is another security risk 

that may occur with a cloud provider. If any intruder can 

gain access to the account password, then he/she will be 

able to do any kind of unwanted changes to the account’s 

private documents. Undesirable alteration of user data 

may commence due to intrusion.  

iv) Data Availability: Data Availability is one of the prime 

concerns of mission and safety critical organizations. 

When keeping data at remote systems owned by others, 

data owners may suffer from system failures of the 

service provider. If the Cloud goes out of operation, data 

will become unavailable as the data depends on a single 

service provider. The Cloud application needs to ensure 

that enterprises are provided with service around the 

clock. This involves making architectural changes at the 

application and infrastructural levels to add scalability 

and high availability. A multi-tier architecture needs to 

be adopted, supported by a load-balanced farm of 

application instances, running on a variable number of 

servers. Resiliency to hardware/software failures, as well 

as to denial of service attacks, needs to be built from the 

ground up within the application. At the same time, an 

appropriate action plan for Business Continuity (BC) and 

Disaster Recovery (DR) needs to be considered for any 

unplanned emergencies. 

v) Data Confidentiality: Confidentiality of data is another 

security issue associated with cloud computing. The data 

should be kept secured and should not be exposed to 

anyone at any cost. The users do not want their 

confidential data to be disclosed to any service provider. 

But it is not always possible to encrypt the data before 

storing it in cloud [20].  

vi) Non- Repudiation: Non-repudiation is a major concern 

for data security. It guarantees the transmission of 

message between parties and gives the assurance that 

someone cannot deny something. Non-repudiation is 

often used for signatures, digital contracts, and email 

messages. It ensures that a party cannot deny the 

genuineness of their signature on a document or the 

sending of a message that they originated.  

vii) Data Segregation: Data in the cloud is typically in a 

shared environment together with data from other 

customers. Encryption cannot be assumed as the single 

solution for data segregation problems. In some 
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situations, customers may not want to encrypt data 

because there may be a case when encryption accident 

can destroy the data [26]. 

 

V.CONCLUSION 
  

Cloud computing are many as compared to the traditional 

computing but the cost of implementation of various 

technologies to safeguard the cloud play a vital role in 

selecting the right service providers. In order to keep the 

cloud secure, these security threats need to be controlled. In 

this paper, we discussed so far many issues and attacks faced 

in fundamental level of cloud computing, security issues for 

various layer levels, data related and also service models. 
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