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Abstract:This paper attempts to detect the replica node by sequential hypothesis testing in Wireless Sensor Network 
(WSN). In wireless sensor network there are many nodes and they are unattended so an adversary can easily capture 
and compromise the sensor nodes and take secret key from the nodes then make many replicas of them, after 
getting information from sensor node the sensitive data which is present in the node get leaked so an adversary can 
quickly degrades the network communication. Several replica node detection schemes in the literature have been 
proposed to detect replica node attack in static sensor network. These approaches rely on fixed sensor location and 
hence do not work in mobile sensor network, where sensors expected to move. In this work, we propose a fast and 
effective mobile replica node detection scheme using Sequential Probability Ratio Test (SPRT). First, we detect the 
replica node attack in mobile sensor network; we show the simulation of our scheme. 
 
Keywords:Wireless Sensor Network (WSN), Mobile Sensor Network, Static Sensor Network, Mobile Sensor 
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I. INTRODUCTION 

A wireless sensor network consists of hundreds or even 

thousands of small nodes which are distributed over the 

network. These nodes sense the various information and 

sensitive data from the location and send the sensitive data     

from the location to base station. The base station will verify 

the data and ID which is send by the sensor node [3]. These 

sensor nodes are deployed in hostile environment and nodes 

are unattended which makes an adversary to compromise the 

sensor nodes and make many replicas of them. These replica 

nodes are dangerous to network communication.  

 

Wireless sensor network can also be deployed for different 

types of civilian and military applications such as border line 

surveillance, intrusion detection, nuclear and chemical attack 

detection, traffic surveillance and patient monitoring [4]. The 

replica node attacker can inject false data into the network in 

order to undermine the normal data-acquisition process. 

Moreover, he cans launce jamming attack to interface with the 

communication between sensor nodes.  

 

To generate widespread effects on the network, he can mount 

replica node attacks with the compromised node [4]. He can 

obtain sensor node information and location id from 

compromised node using sensor node information he can 

produce replica (duplicate) nodes and then spread these replica 

throughout network and launch various types of attacks by 

exploiting these replicas. One of the first solutions for the 

detection of node replication attacks relies on a centralized 

base station. In this solution each node sends a list of its 

neighbors and their claimed locations. A voting mechanism is 

used within a neighborhood to agree on legitimacy of a given 

node. However, applying this kind of method to the problem 

of replica detection, fails to detect clone that are not within the 

same neighborhood [2]. The adversary can generate many 

replicas from single captured node, this means replica attacks 

are more dangerous relative to attempting to compromise 

many nodes. We thus believe that it is very important to 

develop software-based solution to prevent mobile sensor 

network from replica attacks. 

 

Several software based replica node detection schemes have 

been proposed for static sensor networks [1][3]. The primary 

method used by these schemes is to have nodes reports 

locations claims that identify their position and attempt to 

detect conflating reports that signal one node in multiple 

locations, it cannot be used when nodes are expected to move. 

Thus our challenge to design effective and fast detection 

scheme for mobile sensor networks. 

 

In this paper, we propose a novel mobile replica detection 

scheme based on the Sequential Probability Ratio Test 

(SPRT). We use the uncompromised mobile node should 

move at speeds in excess of the system configured maximum 

speed and we give other parameter to nodes like as min- max 

speed. If we check that a mobile nodes speed over maximum 

speed by using Sequential Probability Ratio Test. We show the 

minimum and maximum limit that allows the system to choose 

the right hypothesis for fast and accurate detection. 

 

The rest of paper of organized as follows. In section II, we 

describe the related work, in section III, we describe WSN and 

network assumption and we also present overview of SPRT, in 

section IV, we describe replica node detection, in section V, 

we describe Simulation, finally, section VI, conclude the 

paper. 
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Several Mobility models have been proposed to evaluate the 

performance of protocols in mobile ad-hoc network 

(MANET). Among these models, the Random Way-point 

Mobility (RWM) model is widely used. When the RWM 

model is used in simulation, it takes some time for the 

probability distribution of movement of nodes to converge to a 

steady-state distribution after start of simulation, the 

convergence time is changed in according with the parameters 

of mobility model and performance of network varies with 

convergence time. Thus, is hard to find a steady-state 

distribution in RWM model [1]. 

 

We used SPRT model to detect the replica node in mobile 

sensor network. First we give parameter to node at time of 

network creation according to SPRT. We specified system 

configuration minimum and maximum speed, pause time to 

node, after that we insert some attacker node they don’t know 

the actual parameter of node. In our scheme check the 

neighbor’s node location, pause time and speed. If there 

doesn’t match parameter, and then send information of node to 

base station. 

 

II. RELATEDWORK 
In this section, first we describe the research work on replica 

node detection in wireless sensor network and then our 

proposed scheme. Software attestation based scheme have 

been proposed to detect the subverted software modules of 

sensor nodes. Specifically, the base station checks the flash 

image code have been maliciously altered by performing 

attestation randomly chosen portions of image codes or entire 

codes [6]. Reputation based trust management scheme have 

been proposed to manage individual node’s trust in accordance 

with its actions. Several Mobility models have been proposed 

to evaluate the performance of protocols in mobile ad-hoc 

network (MANET). Among these models, the Random Way-

point Mobility (RWM) model is widely used. When the RWM 

model is used in simulation, it takes some time for the 

probability distribution of movement of nodes to converge to a 

steady-state distribution after start of simulation, the 

convergence time is changed in according with the parameters 

of mobility model and performance of network varies with 

convergence time. Thus, is hard to find a steady-state 

distribution in RWM model [1]. 

 

We used SPRT model to detect the replica node in mobile 

sensor network. First we give parameter to node at time of 

network creation according to SPRT. We specified system 

configuration minimum and maximum speed, pause time to 

node, after that we insert some attacker node they don’t know 

the actual parameter of node. In our scheme check the 

neighbour’s node location, pause time and speed. If there 

doesn’t match parameter, and then send information of node to 

base station. 

 

III. WIRELESS SENSOR NETWORK 
 A wireless sensor network (WSN) of spatially distributed 

autonomous sensors to monitor physical or environmental 

conditions, such as temperature, sound, pressure, etc. and to 

cooperatively pass their data through the network to a main 

location. The more modern networks are bi-directional, also 

enabling control of sensor activity. The development of 

wireless sensor networks was motivated by military 

applications such as battlefield surveillance; today such 

networks are used in many industrial and consumer 

applications, such as industrial process monitoring and control, 

machine health monitoring, and so on. The WSN a built of 

“nodes”- from a few to several hundreds or even thousand, 

where each node is connected to one sensors. Mobile wireless 

sensor networks (MWSNs) can simply be defined as wireless 

sensor network in which sensor nodes are mobile. MWSNs are 

a smaller, emerging field of research in contrast to their well-

established predecessor. MWSNs are much more versatile that 

static sensor network as they can be deployed in any scenario 

and cope with rapid technology changes. However, many of 

their applications are similar, such as environment monitoring 

or surveillance. Commonly the nodes consist of radio 

transceiver and a microcontroller powered by a battery. As 

well as some kind of sensor for detecting light, heat, humidity, 

temperature, etc. 

 

A. Network Assumption 

In network assumption we create a network for node in which 

we insert number of sensor node with system configuration 

speed and pause time. After we insert attacker node but they 

don’t know the actual speed of the sensor node. In the network 

sensor nodes traveled from one location to other location and 

attacker node also traveled with sensor node attacker node are 

dangerous they jamming the network communication. We 

detect the replica node by using SPRT model after inserting 

attacker node SPRT will start and detect the location on the 

basis of speed and pause time. 

 
Figure 1: Network Creation 

In the figure 1 shows the network creation of sensor node with 

system configuration parameter and they have some range in 

that range they check their neighbor’s speed and pause time 

and traveled to other location if any replica detect then replica 

node information send to base station and change color of 

replica node.  

 

B. Overview of SPRT  

Sequential Probability Ratio Test (SPRT) which is a statistical 

decision process [1]. SPRT has best mechanism in average of 

number of observations that are required to reach a decision 

among all sequential and non-sequential test process. SPRT 

can be thought of as one dimensional random walk with lower 

and upper limit [3].  
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In SPRT there two hypotheses one is null and second is 

alternate as H0 and H1. The null hypothesis associated with 

lower limit and alternate hypothesis associated with upper 

limit. A random walk starts from a point between two limits 

and move toward the lower and upper limit in accordance with 

each observation. If the walk reaches or exceeds the lower or 

upper limit, it terminates and he null or alternate hypothesis is 

selected respectively. We apply SPRT to replica node 

detection, each time mobile sensor node move to new location, 

each neighbours of node ask for valid data and valid 

information containing location, speed and pause time and 

speed information and decides probabilistically whether to 

forward received claim to the base station. 

 

IV. REPLICA NODE DETECTION  
The detection of replica node is very important because, the 

nodes which are captured by an adversary can compromise the 

sensor node and make many replicas of them. These 

compromised nodes all have the same id are present in the 

network [3]. The replica node attacker mount node in the 

network after deployment access the control of mobile sensor 

node. The attacker alter the node to listen the information in 

the network and he also extract the information vital to the 

network’s security such as routing protocols, data and security 

keys. 
 

In our scheme we used SPRT to detect the replica node the 

basis of system-configuration parameter Vmax and pause time 

and location of mobile nodes [1]. When a mobile sensor node 

moves from location L1 to another L2, and then calculate the 

distance between L1 and L2 (L2-L1). Similarly pause time 

calculated for location L1 and L2 (t2-t1), and speed calculate 

of mobile sensor node by using speed=location/time, if speed 

is less than threshold then it is normal node otherwise replica 

node. 

 

Algorithm: 

Step 1: Let, number of node n, current location L, pause time 

T and maximum speed Vmax 

Step 2: If node n>0, then compute speed, current_location L1, 

current pause_timeT1(n) and previous|_location L0 and 

previous pause_time T0(n). 

Step 3: if speed <Vmax then normal node.  

Step 4: else replica node detected.  

Step 5: previous location = current location; previous pause 

time= current pause time; 

 

V. SIMULATION RESULTS 
In our scheme we create network with the number of node 

with Vmax is 1000 ms and pause time with 20000 ms it is 

shown in figure 2 and details of node show in figure 3 after 

that we insert attacker node in the network then start SPRT to 

detect replica node. 

 
Figure 2: Network Creation 

 

Figure 3. Details of Nodes 

 

When replica node detect that node color will be change that 

shown in figure 4. 

Figure 4: Replica Node Detected 
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VI. CONCLUSION  
This paper concludes that the replica nodes in mobile sensor 

networks are detected fast by using Sequential Probability 

Ratio Test. This technique work with number of sensor node 

and it has ability to detect group of replica attack. 
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