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Abstract: Data encryption is widely used to ensure security in open networks such as the internet. Different techniques 

should be used to protect confidential image data from unauthorized access. Most of the available encryption algorithms 

are used for text data. However, due to large data size and real time constrains, algorithms that are good for textual data 

may not be suitable for multimedia data. Visual Cryptography is a simple, fast, visual cryptography technique, to provide 

privacy protection when transmitting sensitive data between offices. Visual cryptography takes a financial document 

represented as a bit map file, and expands it into two or more encoded file shares. These shares can be transferred to the 

recipients via electronic mail or electronic file transfer process. In order to recover the original document, the recipient 

needs to have only the desired subset of the shares and the decoding program. The idea of the visual cryptography model 

proposed is to split a secret image into two random shares. The secret image can be reconstructed by stacking the two 

shares.  

Index Terms—Encryption, Cryptography, Decoding, Encoding 

 

I.INTRODUCTION 

With the near universal use of the Internet in 

business, the need to share financial documents via this 

medium becomes increasingly more necessary. Visual 

Cryptography is a simple, fast, visual cryptography 

technique, to provide privacy protection when transmitting 
sensitive data between offices. This technique also makes it 

difficult for the recipient to modify the source and maintains 

the authenticity of the document. Moreover, the final image 

can be obtained simply with the human visual system. The 

associated storage cost is increased with this method, but 

with overall memory and disk storage costs continually 

decreasing, this issue becomes less significant.  

Visual cryptography can be used to protect secrecy 

or it may be used to ensure that a given subset of 

compromised principles can neither retrieve the secret, nor 

can they prevent honest principles from receiving the secret. 

Visual cryptography takes a financial document 
(spreadsheet, for example) represented as a bit map file, and 

expands it into two or more encoded file shares. These 

shares can be transferred to the recipients via electronic mail 

or electronic file transfer process, such as ftp. In order to 

recover the original document, the recipient needs to have 

only the desired subset of the shares and the decoding 

program. 

The basic principle of visual cryptography scheme 

(VCS) was first introduced by Naor and Shamir. VCS is a 

kind of secret sharing scheme [1, 2] that focuses on sharing 

secret images. The idea of the visual cryptography model 
proposed is to split a secret image into two random shares  

 

 

(printed on transparencies) which separately reveals no 
information about the secret image other than the size of 

the secret image.  

The secret image can be reconstructed by stacking 

the two shares. The underlying operation of this scheme is 

logical operation OR., we call a VCS with random shares 

the traditional VCS or simply the VCS.  

In general a traditional VCS takes a secret image 

as input that satisfies two conditions:  

1. Any qualified subset of shares can recover the 

secret image.  

2. Any forbidden subset of shares cannot obtain 
any information of the secret image other than the size of 

the secret image. 

 An example of traditional (2, 2)-VCS (a) and (b) 

are distributed to two participants secretly, and each 

participant cannot get any information about the secret 

image, but after stacking shares (a) and (b), the secret 

image can be observed visually by the participants.   

VCS has many special  applications, for example, 

transmitting military orders to soldiers who may have no 

cryptographic knowledge or computation devices in the 

battle field.1 Many other applications of VCS, other than 

its original objective, have been found, for example 
authentication and identification, watermarking and 

transmitting passwords etc.  
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Figure 1.1: An example of traditional (2, 2)-VCS  

The associated secret sharing problem and its 

physical properties such as contrast, pixel expansion and 

color were extensively studied by researchers worldwide. 

For example, Naor et al. and Blundo et al. showed 

constructions of threshold VCS with perfect reconstruction 

of the black pixels. Ateniese et al. gave constructions of 

VCS for the general access structure. Krishna et al., Luo et 

al., Hou et al. and Liu et al. considered color visual 

cryptography schemes Shyu et al. proposed a scheme which 

can share multiple secret images.  

II. VISUAL CRYPTOGRAPHY 

One of the best known techniques to protect data such 
as bio-metric templates is cryptography. It is the art of 

sending and receiving encrypted messages that can be 

decrypted only by the sender or the receiver. Encryption 

and decryption are accomplished by using mathematical 

algorithms in such a way that no one but the intended 

recipient can decrypt and read the message.  Visual 

cryptography scheme (VCS) was introduced as a simple and 

secure way to allow the secret sharing of images without 

any cryptographic computations. 

VCS is a cryptographic technique that allows for the 

encryption of visual information such that decryption can be 
per-formed using the human visual system. The basic scheme 

is referred to as the -out-of-  VCS which is denoted as (k,n) 

VCS. Given an original binary image T , it is encrypted in  n   

images, such that        

                    T=Sh1(+)  Sh2(+)   Sh3(+) ….. Shk                  [1.1] 

                Where (+) is a Boolean operation,  Shi,  hi ={1,2,…k) 

is an image which appears as white noise,    k<n, and n is 

the number of  noisy images. It is difficult to decipher the 

secret image T using individual Shi’s. The encryption is 

undertaken in such a way that k or more out of the n 

generated images are necessary for reconstructing original 

image T.   

A 2-out-of-2 extended VCS for natural images was 

suggested for encoding a natural image in innocuous 

images as illustrated in Figs. 1.2 and 1.3 

 

 

 

 

 

                        

Figure 1.2 Encryption of a private face image 

(a) Host 1: Cameraman image. (b) Host 2: Lena image. 

(c) A private face image. (e) and (f) The two host images 

after visual encryption (two sheets). (g) Result of 

superimposing (e) and (f). 

 

 

 

 

 

Figure 1.3 Encryption of a image in two pre-aligned and 

cropped. 

(a) and (b) are two host images. (c) is a private face 

image. (e) and (f) are the host images after visual 

encryption (two sheets). (g) is the result of overlaying (e) 

and (f). 

This is known as the Gray-Level Extended Visual 

Cryptography Scheme (GEVCS). In this work, the basic 

VCS is used to secure iris codes and fingerprint images 
and the extended VCS for grayscale images is used to secure 

face images. 

III. SECRET SHARING 

Secret sharing refers to method for distributing a 
secret amongst a group of participants, each of whom is 

allocated a share of the secret. The secret can be 

reconstructed only when a sufficient number of shares are 

combined together; individual shares are of no use on their 

own. More formally, in a secret sharing scheme there is one 

dealer and n players. The dealer gives a secret to the 

players, but only when specific conditions are fulfilled.  

The dealer accomplishes this by giving each 
player a share in such a way that any group of t (for 

threshold) or more players can together reconstruct the 

secret but no group of fewer than t players can. Such a 
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system is called a (t, n)-threshold scheme (sometimes it is 

written as an (n, t)-threshold scheme).  

Secret sharing schemes are ideal for storing 
information that is highly sensitive and highly important. 

Examples include: encryption keys, missile launch codes, 

and numbered bank accounts. Each of these pieces of 

information must be kept highly confidential, as their 

exposure could be disastrous, however, it is also critical that 

they not be lost.  

Traditional methods for encryption are ill-suited 
for simultaneously achieving high levels of confidentiality 

and reliability. This is because when storing the encryption 

key, one must choose between keeping a single copy of the 

key in one location for maximum secrecy, or keeping 

multiple copies of the key in different locations for greater 
reliability.  

Increasing reliability of the key by storing multiple 

copies lowers confidentiality by creating additional attack 

vectors; there are more opportunities for a copy to fall into 
the wrong hands. Secret sharing schemes address this 

problem, and allow arbitrarily high levels of confidentiality 

and reliability to be achieved. 

A secure secret sharing scheme distributes shares 
so that anyone with fewer than t shares has no extra 

information about the secret than someone with 0 shares. 

Consider the naive secret sharing scheme in which the secret 

phrase "password" is divided into the shares "pa------," "--

ss----," "----wo--," and "------rd,". A person with 0 shares 

knows only that the password consists of eight letters. He 

would have to guess the password from 268 = 208 billion 

possible combinations.  

A person with one share, however, would have to 
guess only the six letters, from 266 = 308 million 

combinations, and so on as more persons collude. This 

system is not a secure secret sharing scheme, because a 

player with fewer than t shares gains significant information 

about the content of the secret. In a secure scheme, even a 

player missing only one share should still face 268 = 208 
billion combinations. 

DISADVANTAGES OF SECRET SHARING 

SCHEMES 

Several secret sharing schemes are said to be 
information theoretically secure and can be proved to be so, 

while others give up this unconditional security for 

improved efficiency while maintaining enough security to 

be considered as secure as other common cryptographic 

primitives. For example, they might allow secrets to be 

protected by shares with 128-bits of entropy each, since 

each share would be considered enough to stymie any 

conceivable present-day adversary, requiring a brute force 

attack of average size 2127. 

Common to all unconditionally secure secret sharing 

schemes, there are limitations: 

 Each share of the secret must be at least as large as 

the secret itself. This result is based in information 

theory, but can be understood intuitively. Given t-

1 shares, no information whatsoever can be 

determined about the secret. Thus, the final share 

must contain as much information as the secret 

itself. 

 All secret sharing schemes use random bits. To 

distribute a one-bit secret among threshold t 

people, t-1 random bits are necessary. To 

distribute a secret of arbitrary length entropy of (t-

1)*length is necessary. 

IV.  VISUAL SECRET SHARING SCHEME 

The basic model of the visual cryptography 

consists of a several number of transparency sheets. On 

each transparency a cipher text is printed which is 

indistinguishable from random noise. The hidden message 

is reconstructed by stacking a certain number of the 

transparencies and viewing them. The system can be used 
by anyone without any knowledge of cryptography and 

without performing any cryptographic computations.  

In the scheme, one pixel of the original image is 

reproduced by m sub pixels on the sheets. The pixel is 

considered ―on‖(transparent) if the number of transparent 

sub pixels is more than a constant threshold, and ―off‖ if 

the transparent sub pixels is less than a constant lower 

threshold, when the sheets are stacked together. The 

contrast α is the difference between the on and off 

threshold number of transparent pixels. 

V. TRADATIONAL VISUAL CRYPTOGRAPHY  

1. VCS is a kind of secret sharing scheme that 

focuses on sharing secret images. The idea of the 

visual cryptography model is to split a secret 

image into two random shares (printed on 

transparencies) which separately reveals no 

information about the secret image other than the 

size of the secret image.  

2. The secret image can be reconstructed by stacking 

the two shares. The underlying operation of this 

scheme is logical operation OR. 

3. In general, a traditional  VCS takes a secret image 
as input, and outputs shares that satisfy two 

conditions:  

1. Any qualified subset of shares can recover 

the secret image  

2. Any forbidden subset of shares cannot   

obtain any information of the secret image    

other than the size of the secret image. 

 

VI. EXTENDED VISUAL CRYPTOGRAPHY 

SCHEMES 

The term of Extended Visual Cryptography 

Scheme (EVCS) was first introduced by Naor, Generally, 
an   EVCS takes a secret image and original share images 

as inputs, and outputs shares that satisfy the following three 

conditions:  
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1. Any qualified subset of shares can recover the 

secret image. 

2. Any forbidden subset of shares cannot obtain 

any information of the secret image other than 

the size of the secret image;  

3. All the shares are meaningful images.   

EVCS can also be treated as a technique of 
steganography. One scenario of the applications of EVCS is 

to avoid the custom inspections, because the shares of 

EVCS are meaningful images, hence there are fewer 

chances for the shares to be suspected and detected. 

There have been many EVCSs proposed in the existing 

system.   

1. Tsai et al proposed a simple EVCS, where its 

shares were simply generated by replacing the white  and 

black subpixels in a traditional VCS share with transparent 

pixels and pixels from the cover images,  respectively. 

2. Zhou et al presented an EVCS by using half 

toning techniques, and hence can treat gray-scale input share 
images. Their methods made use of the complementary 

images to cover the visual information of the share images. 

3. Wang et al. proposed three EVCSs by using an 

error diffusion halftoning technique to obtain nice looking 

shares. Their first EVCS also made use of complementary 

shares to cover the visual information of the shares as the 

way proposed in. Their second EVCS imported auxiliary 

black pixels to cover the visual information of the shares. In 

such a way, each qualified participants did not necessarily 

require a pair of complementary share images. Their third 

EVCS modified the halftoned share images and imported 
extra black pixels to cover the visual information of the 

shares. 

4. Feng Liu  et al  proposed a construction of 

EVCS which was realized by embedding the random shares 

into the meaningful covering shares. The shares of the 

proposed scheme are meaningful images, and the stacking 

of a qualified subset of shares will recover the secret image 

visually. We show two methods to generate the covering 

shares, and proved the optimality on the black ratio of the 

threshold covering subsets. They also proposed a method to 

improve the visual quality of the share images. 

VII. EMBEDDED EXTENDED VISUAL 

CRYPTOGRAPHY SCHEMES 

EVCS which was realized by embedding the 

random shares into the meaningful covering shares. The 

shares of the proposed scheme are meaningful images, and 

the stacking of a qualified subset of shares will recover the 

secret image visually. This show two methods to generate 

the covering shares, and proved the optimality on the black 

ratio of the threshold covering subsets.  

It also proposed a method to improve the visual 

quality of the share images. According to comparisons with 

many of the well-known EVCS in the literature the 

proposed embedded EVCS has many specific advantages 

against different well-known schemes, such as the fact that 

it can deal with gray-scale input images, has smaller pixel 

expansion, is always unconditionally secure. 

It does not require complementary share images, 

one participant only needs to carry one share, and can be 
applied for general access structure.  Furthermore, our 

construction is flexible in the sense that there exist two 

trade-offs between the share pixel expansion and the visual 

quality of the shares and between the secret image pixel 

expansion and the visual quality of the shares. Comparisons 

on the experimental results show that the visual quality of 

the share of the proposed embedded EVCS is competitive 

with that of many of the well-known EVCS in the 

literature. 

The construction of EVCS which was realized by 

embedding the random shares into the meaningful covering 

shares. The shares of the proposed scheme are meaningful 
images, and the stacking of a qualified subset of shares will 

recover the secret image visually. We show two methods to 

generate the covering shares, and proved the optimality on 

the black ratio of the threshold covering subsets. We also 

proposed a method to improve the visual quality of the 

share images 

A. DISADVANTAGES OF EXISTING SYSTEMS 

1. The pixel expansion is large. 

2. The bad visual quality of both the shares and the 

recovered secret images. 

3. It is computation expensive. 
4. The void and cluster algorithm makes the 

positions of the secret pixels dependent on the 

content of the share images and hence decrease the 

visual quality of the recovered secret image. 

VIII. PIXEL SIEVE METHOD 

Pixel sieve method uses a key to split the image. It 

is used to split a black and white image. The image is 

rebuilt from the shares not by overlapping, but by applying 

a cryptographic process using a key. The key used in this 

method is a binary image which contains holes like a sieve. 

Author Name et. al. / Indian Journal of Computer Science 

and Engineering Vol X No X 1-5 The original image is 
placed over the key sieve. The pixels of the original image 

which are situated above the holes in the sieve go through 

and form one share. The remaining pixels form the other 

share of the image. 
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Figure 1.4: An example of pixel sieve method 

The method works as follows we take the main 

image and the sieve pixel by pixel. If the value of the pixel 

in sieve is black then pixel from the main image goes to the 

share1 otherwise pixel goes to share2. There are two 

different approaches for creating shares from the image 

according to advancing in the shares. 

For each advance in the original image there is also 

an advance in each share, whether the pixel is added to that 

share or not. In this method size of each share is equal to the 

size of the image. There is an advance in the share only 

when a pixel is added to that share from image. In this 

method shares have different size and total size of both the 

shares is equal to the size of original image.  

 ADVANTAGES  

1. The enhanced pixel sieve method to reduce the 

chances for an attacker to guess the secret using keys 

which are nearly equal to the original key. 
2.  This method enhances the security. 

3.  Encryption/decryption computational less. 

 

IX.CONCLUSION 

From the previous visual cryptography schemes 

proposed and demonstrated within this paper, it is possible 

to see that being able to hide secrets within images can 

prove to be highly advantageous. The most interesting 

results are gained when using a key that is the same size as 

the final share which may contain a number of different 

images. This makes it harder to determine whether the 
shares have actually been encrypted with just one hidden 

secret or with a large number of secrets.  Moreover, we 

enhance pixel sieve method to reduce the chances for an 

attacker to guess the secret using keys which are nearly 

equal to the original key. The new method can be broadly 

used in a number of visual secret sharing applications which 

requires high quality secret images and high security such as 

electronic cash, secret maps etc. 

 

X. FUTURE ENHANCEMENTS 

Future work will extend the current work for 

secret communication by studying the tradeoff between the 

resolution and quality of the embedded secrets. In this 

project we take the secret image as black and white image 

or colour image converted into black and white image. 

Future work extends the current work for colour image 
encryption. 
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