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Abstract: In recent years in order to access the persistent block storage devices i.e. virtual disks Block-level cloud storage
(BLCS) could be used. By using this users and applications access those type of devices and used those as a raw physical
disks. This survey discusses ENIGMA architecture which is used as the back-end of BLCS systems. The ENIGMA able to
provide adequate levels of access and transfer performance, availability, integrity, and confidentiality, for the data it
stores. ENIGMA provides LT rate less codes to store fragments on storage nodes which should be organized in clusters.
The various ENIGMA system parameters quantitatively affect the performance, availability, integrity, and confidentiality
of virtual disks. The analytical modeling evaluation could be done by measuring availability, integrity and confidentiality
and discrete event simulation could be done by measuring the performance and by considering a set of realistic
operational scenarios. The ENIGMA system useful to simultaneously achieve all the objectives set for BLCS systems. The
careful choice of the various system parameters is crucial to achieve a good compromise among them. The LT coding-

based BLCS systems outperform traditional BLCS systems in all the aspects.
Keywords: Cloud storage, rate less codes, availability, confidentiality, integrity, performance

I.INTRODUCTION

The architecture of a back-end for BLCS system is able to
achieve suitable levels in performance, availability, integrity
and confidentiality by the efficient use of LT codes. The
performance of this system is evaluated with realistic
workloads they are consisting of real disk access traces
collected on production, enterprise-level storage system. Both
should compare against a realistic model of a traditional BLCS
systems. The levels of availability, confidentiality, and
integrity attained by ENIGMA virtual disks. The suitable
analytical models that express these properties in terms of the
system parameters. More specifically the properties of a single
cluster should be devised based on that all clusters in an
ENIGMA instantiation are identical to each other.

Network Codes for Cloud Storage: Cloud storage systems
often introduce redundancy to increase reliability. When
coding is used, the repair problem arises: if a node storing
encoded information fails, in order to maintain the same level
of reliability we need to create encoded information at a new
node. This amounts to a partial recovery of the code, whereas
conventional erasure coding focuses on the complete
Recovery of the information from a subset of encoded packets.
The consideration of the repair network traffic gives rise to
new design challenges. Recently, network coding techniques
have been instrumental in addressing these challenges,
establishing that maintenance band widthcan be reduced by
orders of magnitude compared to standard erasure codes.

Sector Availability: In ENIGMA, the unavailability of sector
fragments caused by the unavailability of the storage nodes
holding them. So It is possible to reconstruct each original
sector even in face of these unavailability. In order to choose
the values for availability we develop an analytical model of
the availability a of each sector, expressed as the probability of
retrieving enough fragments to allow correct decoding of a
sector stored in a cluster which relates the quantity to the
various design parameters of ENIGMA and the availability of
individual storage nodes. Our model can be used to determine
the values of ENIGMA. Recalling that all the fragments of a
given sector are stored on the storage nodes belonging to a
single cluster the availability of that sector can be expressed as
function of the properties of the corresponding cluster.

Data Confidentiality: Storing data on third-party resources
potentially exposes them to unauthorized accesses also
preventing the owner of those data to enforce specific access
policies. Thus, it is necessary to ensure the confidentiality of
data that entails to make sure that they are not disclosed to
unauthorized users.

Data Integrity: In addition to the risks for confidentiality,
data stored on virtual disks are exposed to integrity attacks,
whereby a set of malicious nodes purposely corrupt some of
the fragments they store.
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I.LEXISTING SYSTEM

[1] In 2011 H. Dewan et al proposes “A survey of cloud
storage facilities,” .This survey describes BLOCK-LEVEL
cloud storage (BLCS) is a storage paradigm which offers to
the users and applications the access persistent block storage
devices (named virtual disks (VD))that can be directly
accessed and used as if they were raw physical disks. The
typical architecture of a BLCS system features a frontend,
providing users/applications with a set of abstract disk
operations, and a back-end, that implements these operations
over a set of physical storage resources. Traditional back ends
are typically implemented by aggregating a pool of volume
servers, and by provisioning each VD on a single server.

Cloud Environment

USERS WEB SERVICES
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Figure 1: Existing system

Here the existing system are OFG, that is On the-Fly Gaussian
Elimination has the advantage of being a sequential decoder
and it is able to incrementally consume and decode the
received coded fragments. This is achieved by maintaining k
decoding matrix that represents the set of collected linearly
independent equations. This On the-Fly Gaussian Elimination
(OFG) can be used to incrementally filter the coded fragments
to guarantee. This is achieved by imposing an additional
constraint on the decidability of the fragments: ideally we
want every coded fragment to be innovative.

Advantages

e They support cloud applications that require access to
persistent raw block devices (e.g., DBMSes)

e They are natively supported by any off-the shelf
operating system

e The optimizations they provide are transparently
available to any off-the-shelf file system used to
format them.

e In order to be usable in practical settings, a BLCS
must provide adequate levels of
—>Performance (low access times, high transfer
throughput and number of 1/O operations per second)
- Availability (i.e., the probability that each sector is
available when it is requested),
lIntegrity (i.e., the ability of ensuring data
trustworthiness)
—>Confidentiality (i.e. the ability of concealing data
to unauthorized users).

Drawbacks

e This solution, however, is affected by performance
and availability problems.

o If the storage servers are affected by single point of
failure means may easily create a bottleneck problem.

Ref [3][4]1[51[6][7][8] describes the Block-level cloud storage
systems they are Amazon EBS, Eucalyptus Block-Based
Storage Abstraction, Open Nebula , Virtual Block Store, VBS-
Luster, and Orthu. The back-ends of these systems, however,
are based on volume servers, and therefore suffer from the
performance and availability problems mentioned. The
systems mentioned above do not adopt an holistic approach to
the simultaneous provision of adequate levels of data
availability, integrity, and confidentiality. This implies that
exogenous mechanisms must be adopted, but these solutions
are often satisfactory only in part.

Availability Problem: For instance, whole-sector replication
provides much lower availability levels than coding-based
solutions at a much higher storage cost.

Confidentiality Problem: Furthermore, state-of-the-art
confidentiality mechanisms for cloud storage are based on
encryption [9], [10], [11], so they are computationally
expensive (and, thus, are rarely used in real-world settings
[12]), while the solution provided by ENIGMA incurs in a
much lower computational cost.

Integrity Problem: Finally, state-of-the-art integrity
mechanisms focus on just checking the integrity of data, while
ENIGMA is able to tolerate the modification of sector
fragments. The usage of coding techniques for distributed
storage has been already explored in the literature. The
emphasis of these works, however, is placed on the problem of
reconstructing fragments stored on nodes that permanently
leave the storage infrastructure.

I11.PROPOSED SYSTEM

This survey investigate how a family of codes known as Luby
Transform (LT) codes [2] can be used as the enabling
technology for BLCS systems able to solve the problems
mentioned above in this literature. In coding-based storage
system, the data units are first split into k equal size
information fragments. These are subsequently encoded into n
equally sized Coded fragments. Finally, the coded fragments
are spread across a set of independent physical nodes.LT
codes are rate less, that is not fixed at design-time, but can be
instead adjusted at run time. This investigation should be
discussing the design of ENIGMA which is a distributed
storage infrastructure based on LT codes.
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Figure 2: System Diagram

Advantages

Compared to alternative coding schemes LT codes
are better suited to the needs of a BLCS system
because of their

->Much lower complexity,

-> their ability to adjust redundancy at run time.
—>Low sector access time

—>High transfer throughput can be achieved by
exploiting the simultaneous fetch of sector
fragments from independent storage resources
—>Exploiting the availability of many independent
network paths;

There is no single point of failure, as the coded
fragments are stored on various independent storage
resources

Lost fragments (caused by a failed resource) can be
regenerated on-the-fly without the constraint of
recreating exactly the lost data.

The confidentiality can be achieved by keeping secret
the random generation process and the addresses of
the storage resources where fragments are stored.
ENIGMA encompasses various mechanisms enabling
it to obtain suitable levels of performance,
availability, integrity and confidentiality and that, as
such, can be effectively used as the back-end of a
BLCS system.

IV.RESULTS AND DISCUSSION

The application uses in CMM Level Company. The Capability
Maturity Model (CMM) is a development model created after
study of data collected from organizations. They are in the
order based on their quality of services.

Register page

Eo™ - N
A

Input Prowde username and password to get permlssmn for

access.

Output: Became authenticated person to request and process

the request.

e Login page

0 TN

The above fig shows the design of Iogmform for user

to login by using user id and password.

e  Sector availability: User Bank Information

T — oy )

Welcome to User Latest News

Useful Links

More Useful Links

R0 R
Input: User given User Bank Information
Output: User getting Access.

e  Select Storage Schemer

IJCRCST © 2016 | All Rights Reserved

www.ijcrest.com

795



B
e

Volumez2, Issue 6 (June '2016)

International Journal of Contemporary Research in Computer Science and Technology (IJCRCST)

e-ISSN: 2395-5325

N D i 3 - omm
€+ C Owano a oA
e W e LalesUivews B

Hew W nea

Useful Links

'
Terma s Condtors

'

4 Your o Pymen of i he o sccon mermoers,

More Useful Links

1
i
i
'
i
i
i
i
i
i
i
i
'
i
i
0
i
'
i
i
i
'
i
i
i
0
i
i

3
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The above fig shows the design User cloud page. In
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V.CONCLUSION

This survey devised a suitable architecture for the backend of
BLCS systems that achieves adequate levels of access and
transfer ~ performance,  availability, integrity,  and
confidentiality for the data it stores. In particular the rate less
property allows to blindly spread coded fragments to storage
nodes in a cluster with the level of redundancy achieving the
desired availability. Moreover encoding strategy used for
small block sizes guarantees zero decoding failure probability
and improves availability for large values of the grouping
factor. Confidentiality is obtained by keeping the coding key
secret, i.e., assume that proxies are trusted and cannot be
compromised. Furthermore, the higher confidentiality allows
rate less to detection polluted sectors and accurate and fast
identification of malicious storage nodes. Furthermore, we
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show that after identification high recovery probability can be
achieved especially for low values. Finally, it showed that
much better performance than an equivalent-cost baseline
system can be achieved even when caches are small and
independently of the position of proxies in the network.
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