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Abstract: Mobile Ad-hoc Networks are type of wireless network which are infrastructure less, self organizing, highly 
mobile and quickly deployable. There is no central authority, the communication occur hop by hop based on 
cooperation among the nodes. It is vulnerable to attacks from malicious nodes since there is no centralized 
administration and security and hence the qualities of overall networks are also easily affected. As the network is 
wireless, security becomes the major issue in Mobile Ad hoc Networks. Some of the attacks such as modification, 
fabrication, impersonation and denial of service attacks are due to misbehavior of malicious nodes, which disrupts the 
transmission. Thus, secure routing protocols are needed which are robust and ensure that the nodes in the network 
behave in trustworthy manner otherwise detect and eliminate the untrustworthy nodes which degrade the overall 
performance. In this paper, we have given a survey of trust based AODV, in which, trust is used to ensure secure routing 
and improved network performance. 
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I.INTRODUCTION   

Mobile Ad-Hoc network (MANET) is infrastructure-less, self-

configuring network, comprised of several wireless nodes. 

There are no base stations or routers like wired network for 

routing the packets. In this network, the nodes behave as a 

router and discover the routes and maintain the routing of 

packets. The main features and character is tics of MANET [1] 

are: Cooperation, Dynamic topology, Resource Constraints. 

They are characterized by limited bandwidth, power, highly 

mobile and quickly deployable.  

 
Figure1: Mobile Ad-hoc Network 

 

Due to high mobility frequent disconnections occur that lead 

to various security threats. As nodes can join or leave the 

network any-time without any prior information, it leads to 

frequent changes in topology of the network and making 

MANETs vulnerable to security attacks.  

 

Routing Protocols can be divided in to 3 types: Reactive 

Protocols, Proactive protocols, Hybrid protocols. Reactive 

protocols are those which find routes on demand whenever 

needed whereas Proactive protocols find the routes for 

transmission beforehand and Hybrid protocols is the 

combination of reactive and proactive routing. AODV is a 

reactive protocol and TRUST mechanism is implemented in it 

for ensuring secure routing. Different TRUST based AODV 

routing protocols have been analyzed and compared along 

with strengths and limitations. The security mechanism for 

MANET must have low computational complexity, less 

overheads, and efficient to detect malicious nodes. Also there 

should not be any centralized authority or trusted third parties 

to issue trust values and observe the behavior of nodes in the 
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network. Security issues are of prime importance and to deal 

with these proposed approach is given in the end. 

 

II.TRUST AND TRUST MECHANISM 

In MANET trust will be outlined as a level of belief in line 

with the behavior of nodes the chance value of trust variable 

from zero to one, wherever zero represents DISTRUST and 

one represents TRUST. Providing trust model in ad hoc 

networks is important as a result of it gains higher security 

level and improves efficiency within the network. The 

dynamics of this has contributed to three main analysis areas 

within the field of Trust Management for distributed ad- hoc 

networks. This includes work targeting Trust Propagation, 

Trust Aggregation and Trust Prediction. Once developing any 

sort of Trust Management scheme for a MANET, the 

calculations of following values must be done accurately. The 

trust algorithms must effectively calculate trust with 

preciseness even in the presence of malicious nodes. The 

aggregation operations are used to detect the malicious node 

and should be propagated to the neighboring nodes about its 

suspicious activity.  

 

Trust Mechanism  

Trust mechanism is introduced in the protocols to provide 

security in MANET. Trust is a value that is calculated on the 

basis of nodes action when needed. Trust is introduced to 

prevent from various attacks like wormhole, black-hole, Dos, 

selfish attack etc. Trust can be implemented in various ways 

such as by reputation, subjective logic, from opinion of nodes 

etc as there are no particular definitions of trust. According to 

(Marc Branchaud, Scott Flinn) trust has following properties:  

Context Dependence: In some specific context trust 

relationships are applicable.  

Function of uncertainty: Trust depends on the uncertainty of 

nodes action. It gives the probability of action performed by a 

node. 

Quantitative value: Trust can be assigned any type of 

numeric values discrete or continuous. 

Asymmetric Relationship: Trust relationship is asymmetric 

in nature. If node A trusts B and node B trust C that does not 

mean that A trusts C. 

 

III. FRAMEWORK OF OUR TRUSTED AODV 

 

There are mainly three modules in our whole TAODV system: 

basic AODV routing protocol, a trust model, and trusted 

AODV routing protocol. Based on our trust model, the 

TAODV routing protocol contains such procedures as trust 

recommendation, trust combination, trust judging, 

cryptographic routing behaviors, trusted routing behaviors, 

and trust updating. The general procedure for establishing 

trusts relationships among nodes and for performing routing 

discovery is described in figure 2. 

 

 
Figure 2: Framework of Trusted AODV 

 

IV. TRUST BASED AODV ROUTING 

PROTOCOLS 

There have been significant works earlier based on trusted 

third parties or key management system but they have own 

limitations like very expensive and complex computations. 

We have described here various trusts based routing AODV 

protocols. Mobile Adhoc networks which due to absence of 

any infrastructure are prone to several security threats. 

Existing approaches find the shortest path which may not 

always be the best and reliable path. The intermediate node 

could be malicious, thus we need such protocols which find 

not only shortest but reliable path and detect malicious nodes. 

Also there should be less overheads and can handle congestion 

in the network.  

 

A. Trust Model Based Routing Protocol for Secure Ad hoc 

Networks  

Trust and routing table has three additional fields positive 

events, negative events and opinion. The trust is computed 

based on opinion about the trustworthiness of any node. The 

three components of opinion are belief, disbelief and 

uncertainty. The sum of the three components is 1. In this 

approach node maintains record of positive and negative 

evidences about other node to determine the opinion about that 

node. Node collects all its neighbors opinion and combine 

them using combination operations such as Discounting 

Combination and Consensus Combination. Discounting 

combination is used when there is a recommendation 

approach, A has opinion about B, B has about C then A can 

combine the two opinions to get the opinion about C using 
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discontinuous combination. Consensus combination is used 

when all nodes have contrary opinions then it will be used to 

get relative evaluation. It detects and eliminates malicious 

nodes as time passes. The protocol is implemented using ns 

2.34 with traffic type UDP, transmission range 100 m, packet 

size 1024 bytes, data rate 100 kb/s, pause time 10s, minimum 

speed 1 m/s and simulation time 900s. Packet drop is also very 

less in TAODV. Throughput and packet delivery ratio is 

improved over standard AODV [2].  

 
B. Reliable Ad-hoc On-demand Distance Vector Routing  

 

The extended AODV called RAODV by adding route 

discovery unit (RRDU) and reliable route reply unit 

(RRDU_REP) as two new control messages. RRDU messages 

are sent by source node to the destination at regular intervals 

along with the RRDUID. RRDU_REP is the response message 

which is sent by destination to source node. The routing table 

is modified using Reliability List field. RL field consists of 

source address, forward data packet (FDPC) and RRDU-ID. 

HELLO messages for route maintenance. RAODV performs 

better than AODV when there are malicious nodes as AODV 

fails in presence of malicious nodes [3].  

 

 
 Figure 3: Ad-hoc On-demand Distance    

                 Vector Routing 

 

C. Trust Based Secure Routing in AODV  

 

A trust based AODV protocol based on route trust and node 

trust both. Route Table and Neighbor Table are maintained at 

every node. Route Table has an entry as route trust field which 

stores detail of routes. Neighbor Table has two fields‟  

neighbor_id and trust value which stores details of node trust. 

Route establishment is based on node trust and route trust is 

computed. Any change in the behavior of nodes in the route 

trust is monitored regularly. Route trust value stored in the 

route reply packet is used to establish route. The protocol is 

simulated using NS-2 with maximum of 50 nodes and shows 

improved results in comparison to AODV protocol. It is robust 

as it considers both route trust and node trust to select a route. 

Route congestion can occur and overheads appear to be certain 

limitations [4].  

D. Trust based AODV protocol (TBAODV)  

TBAODV to improve the route selection mechanism using 

trust parameter. This trust parameter is introduced in the route 

request format which is updated on every successful data 

transmission. Based on this value a route is selected which is 

more trusted and reliable. The NS-2 simulator is used to 

simulate the above protocol and it shows improvement over 

normal AODV. It is more secure and robust [5].  

 

E. Trust Based Reliable AODV Protocol  

Trust based reliable AODV abbreviated as TBRAODV. It is 

able to detect the misbehaving nodes and mark them 

untrustworthy. Trust value is computed for every node in the 

network. Based on the trust value the behavior of node is 

determined as trustworthy or not. Only reliable nodes are 

allowed to participate in routing for reliable routing of data 

and unreliable nodes are not allowed to participate. The 

advantage of this approach is it identifies the bad nodes 

already. It was simulated on NS-2 simulator and the network 

performance parameters like packet delivery ratio and less 

delay shows improvement as compared to normal AODV [6]. 

  

F. Secure Ad-hoc On Demand Distance Vector Routing  

Efficient secure AODV routing protocol which allows 

authentication of AODV routing data. Hash chains, Digital 

Signature and Protocol Enforcement Mechanism to secure 

packets in AODV. Hash Chain is used to secure the Hop 

count. SAODV includes another feature which allows 

intermediate nodes to reply to RREQ message. For a single 

message the signature needs to be generated and verified when 

it receives RREQ and similar for RREP. Intermediate nodes 

can store this second signature in their routing table along with 

other routing information. If one of the nodes receives a 

RREQ message it can reply with RREP message similar to 

AODV. To achieve that intermediate node generates the 

RREP message which includes the signature of source node 

and signs the message with its own private key. This is called 

double signature. In comparison to AODV, secure AODV 

messages are bigger in size because there are no additional 

messages. The other limitation is it requires heavy weight 

asymmetric cryptographic operations. SAODV allows 

authenticating AODV routing data. The protocol is 

implemented using NS-2 and it shows improved performance 

in terms of overhead and end to end delay ensuring secure 

routing [7].  
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G. Secure AODV Routing Protocol based on Trust 

Mechanism  

AODV routing protocol based on trust mechanism using the 

concept of local trust and global trust. Local trust is based on 

total received packet and total forwarded packet with 

reference to specific nodes whereas Global trust is based on 

total number of packets received and total number of packets 

forwarded in network. Trust calculation is done before 

communication starts. It is able to handle Blackhole attack and 

Dos attack in the network. The limitation is that nodes work in 

promiscuous mode which is not active in AODV. The protocol 

is simulated on NS-2 and the performance analysis is done in 

terms of packet delivery ratio, end to end delay and routing 

overhead [8]. 

 

V. COMPARISON OF DIFFERENT TRUST 

BASED ROUTING PROTOCOLS 

Protocol Advantage  Disadvantage 

Trusted Ad-Hoc 

on-Demand 

Distance 

Vector 

(TAODV) 

1) TAODV can 

detect malicious 

node and selfish 

node in network. 

2) It is more secure 

and having better 

performance than 

AODV. 

3) It can prevent 

modification, 

fabrication attacks. 

1) It has no 

authentication 

mechanism of 

nodes and 

messages. 

2) It can’t prevent 

worm-hole and 

impersonation 

attack. 

Secure Routing 

Using Trust 

(SRT): 

In terms of mobile 

mobility it gives 

better throughput, 

packet delivery 

ratio, average path 

Length, average  

routing load. 

The performance 

decreases in the 

presence of attacks 

except black hole. 

The trust is 

calculated on the 

basis of control 

packets only. 

Trusted 

AOMDV 

Performance is 

measured in terms 

of route selection 

time, trust 

compromise with 

TDSR,AOMDV etc 

This protocol 

measures the 

performance in 

fixed mobility 

environment that 

actually not 

applicable in 

MANET. 

                   

VI. CONCLUSION 

Trust based routing in MANETS is an open area of research. 

Mobile Adhoc networks are highly mobile, infrastructure less, 

self organizing in nature and needs robust protocols to ensure 

secure routing. The mobile nodes forward data with the 

cooperation among them on basis of intermediate nodes. 

These nodes are at free will to join or leave the network as 

there is no central authority. Various protocols has been 

described and compared to get better understanding of trust 

based AODV routing protocols. Then we review currently 

existing trust based protocols and finally we have carried out a 

comparative study on these protocols on the basis of their 

merits and demerits. 
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