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Abstract: Sharing information with a large number of participants must take into account several issues, including eff
iciency, data integrity and privacy of data owner. Visual less key BASED Forward ID Ring signature is a promising cand
idate to construct an anonymous and authentic data sharing system. The existing survey proposes an ldentity Based
forward secure ring signature scheme which works under without random oracles. The special factor of forward secu
rity is if a secret key of a corresponding ring member is exposed to the other person means, all previously signed sign
atures of this member remains valid. If the attacker has stolen the secret key he/she cannot identify any valid signatu
re generated on the past time period by the valid user. This factor is especially useful in the case of ring signature sch
eme. The exposure of a single secret key to the attacker may make invalidity in thousands or even millions ring signa
tures which belongs to that particular user. Because most of the ring signature schemes in the literature does not co
ntain forward security. Existing scheme relies on random oracles to prove the security in ring signature scheme. This
survey first interest to construct a forward secure ring signature scheme that can be provide secure without using ra
ndom oracles. In a wireless sensor networks and smart grid system this scheme may be deployed where more numb
er of users is working. In addition to the existing module namely forward ID Based Ring signature scheme the visual |
ess key concept could be introduced in a proposed system. In this module the cellular key should be created and the
n the ring signature size should be created. The ring signature size should be increased. The original file should be co
nverted into the visual less key file and it could be segmented and stored into the multiple locations. The big advanta
ge is that Based on both public and private key. The visual less key concept adds additional security. The original file
recovery process include more recovery process it is difficult for an attacker to guess
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I.INTRODUCTION

In a Ring signature scheme [18] the member of a group
signs a message and sends that message to the all members
or special members in the whole group. The verifier or the
group member or group member who receives the message
does not know who the real signer in the group is. The ring
group can be formed dynamic fashion. The member in the
group does not need any collaboration.

Public Key Cryptography: In conventional public key
cryptography system the security of a crypto system is
guaranteed under some intractability assumptions that the
secret key is kept secret from the adversary/attacker. In the
real world however the attacker may use many ways to
compromise a secret key. Hackers may steal the secret key if
your computer/system is infected with viruses or worms or
Trojans. The attacker can get the password when the user

uses this secret key in a phishing website. Therefore, it is
very important to the user minimize the damage caused by
the attacker even though if the partial/entire secret key is
lost by the attacker. If the attacker knows full secret key
means, he can sign or decrypt any message on behalf of the
injured party. This type of situation is even creating big
problem for ring signatures also, because the attacker can
forge a message on behalf of the whole group. Moreover the
other members in the group may be completely unaware of
such type of forgery, since they are also unaware of being
conscripted into the group.

Forward Secure Ring Signature: For the key exposure
problem Forward security for signatures [19] was designed.
This secure signature scheme makes the past signature
remains secure even though if the current secret key is lost.
For the key exposure problem the first solution was
designed by Bellare and Miner in 2009 [20]. The main idea
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of this forward scheme is to divide the lifetime of the public
key into T intervals and in each time interval the same
public key is used they corresponds to different secret keys.
A current secret key can be only used to derive the secret
key in the future, but not the past. Therefore the
compromised current secret key does not enable the attacker
to forge signature stored at the past time.

Forward secure ring signatures were proposed by Liu and
Wong in 2012 [21] in order to resolve the key exposure
problem in ring signatures for a group of members. The
motivation of this technique is to reduce the damage caused
by the exposure of any secret key of users in ring signature.
Although the secret key is compromised by the attacker the
previously/past generated ring signatures remain valid and
do not need to be re-generated. This proposed security
model provide a concrete construction without the random
oracle model

I1.LITERATURE SURVEY:

In recent years the crypto scientists has drawn much
attention in order to deal with the key-exposure problem of
digital signatures. In reality, the security of the secret key is
especially more important in digital signatures. For example,
in a regular signature scheme, if an attacker compromises a
single signing key, all the signatures/applications
corresponding to this signing key would be untrustworthy
even though if they were generated before key exposure to
the attacker. In order to deal with this type of problem,
several approaches have been proposed.

Threshold Signature [1]

In 1996 R. Gennaro et al proposed “Robust threshold DSS
signature. Threshold signature is first proposed scheme
which can make key exposure more difficult. In this scheme
[1], a secret key is divided into n pieces called shares that
will be shared among n users. Only not fewer than t players
can cooperate to produce signatures.

Forward-secure signature [2-7]

This is another approach that can limit the damage problem
created by the key exposure. In which the secrecy of the
previous signatures can be preserved when the current secret
key is exposed. Therefore, an attacker cannot forge
signatures produced at previous time periods even though
he/she compromises the current secret key.

Forward- secure signature with encryption[8,9]

In 2011 J. Yu et.al proposed this scheme in [8, 9].Forward-
secure threshold signature combines the advantages of
previous forward-secure signature and threshold signature,
which not only make key exposure difficult but also reduce
the damage brought by key exposure. In this paradigm, all
the users may update their secret shares to make the
corresponding secret key evolve after a regular time period.
The public key of the system is remains unchanged during
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the whole lifetime period like email id of the Gmail. In a
forward-secure threshold signature, if an attacker perform
attacks fewer than threshold players means he/she cannot
forge any signature. Even though if an adversary attacks
more players to get their shares in one period he/she cannot
forge any signature generated at previous periods.

Forward-Secure Threshold Signature

This scheme was proposed by Abdalla et al in 2011 [10].
However it had large keys and needed many interactions
between those keys. Afterwards, In 2012 W. G. Tzeng et.al
proposed another forward-secure threshold signature with
proactive property [11] was presented, which had a shorter
secret key. In 2012 J. Yu proposed an efficient forward-
secure threshold signature from bilinear pairings [12].

Disadvantages:

From the Observation of all the current forward-secure

signature schemes having been proposed there are two

weaknesses has been understood.

a) This scheme either has no security proof or it proves
security secure only in the random oracle model.

b) However, security proofs in the random oracle model
are only heuristic as [13].

¢) Furthermore, security proofs in the random oracle
model do not always imply the security of the actual
scheme in the real world. Therefore, constructing
forward-secure threshold signature without random
oracles is an attractive issue;

d) Multiple interactions are needed in update and signing
algorithms.

Interactive algorithms

It does not fit in many real-world applications because it is
very difficult to build synchronous blocks and
communicating channels to complete interactive operations.
What is more, interactive operations can bring large burden
of bandwidth in some wireless circumstances. Thus, it is
desirable to construct a forward-secure threshold signature
scheme with non-interactive update and signing algorithms.
As far as we are concerned, there has not been any forward-
secure threshold signature scheme proven secure without
random oracles and not any forward-secure threshold
signature scheme with non-interactive update and signing
algorithms, either, up to now.

Drawbacks

e Costly certificate verification in the traditional
forward security signature setting becomes a
bottleneck [8].

e Threshold based signatures does not have forward
security[2].

e Suppose there are 10,000 users in the ring, the
verifier of a traditional public key based ring
signature must first validate 10,000 certificates of
the corresponding users, after which one can carry
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out the actual verification on the message and
signature pair which is a costly process, saves a
great amount of time and computation.

e  This saving will be more critical if a higher level of
anonymity is needed by increasing the number of
users in the ring.

e Diffie-Hellman assumption in the standard model
situation is even worse for ring signatures, since the
attacker can forge a message on behalf of the whole
group.

e Moreover, the other members of the group may be
completely unaware of such forgery, since they are
unaware of being conscripted into the group.

HLEXISTING SYSTEM

This existing system proposes ID based forward-secure
threshold signature scheme without random oracles which is
the first non-interactive forward-secure threshold signature
scheme. This scheme is based on the idea of hierarchical 1D-
based cryptography [14], Waters’ signature [15], Yu’s
forward-secure multi-signature [16] and Shamir’s secret
sharing [17]. This is one kind of important distributed
signatures. In a (t, n) ID based forward-secure threshold
signature, if an attacker attacks fewer than t players, she
cannot forge any valid signature of the user also even if an
adversary attacks t or more players in some time period,
he/she cannot forge the signatures generated at previous
time periods or past signatures. In a current scenario, all
forward-secure threshold schemes are at most proven to be
secure in the random oracle model. However, security in the
random oracle model does not imply security in the real
world. So this work proposed the ID based forward-secure
threshold signature scheme that can be proven secure
without using random oracles.

Advantages

e Our proposed scheme does not need any interactions
among the participating players and is proved security
in the standard model.

e This proposed scheme does not need any interaction
among the players in key update and signing algorithms
this factor is different from the existing system.

e Therefore, the users belongs to the group can update
their shares and sign the message, possibly in a
completely decentralized fashion, which is very
valuable in ad-hoc circumstances.

e This scheme has constant signing time and signature
size.

DISADVANTAGES

e Requirement of a large database.

e Costly certificate verification in the traditional forward
security signature setting becomes a bottleneck [8].

e Threshold based signatures does not have forward
security[2].

e Suppose there are 10,000 users in the ring, the verifier
of a traditional public key based ring signature must
first validate 10,000 certificates of the corresponding
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users, after which one can carry out the actual
verification on the message and signature pair which is
a costly process, saves a great amount of time and
computation.

e This saving will be more critical if a higher level of
anonymity is needed by increasing the number of users
in the ring.

o Diffie-Hellman assumption in the standard model
situation is even worse for ring signatures, since the
attacker can forge a message on behalf of the whole
group.

e Moreover, the other members of the group may be
completely unaware of such forgery, since they are
unaware of being conscripted into the group.

IV.PROPOSED SYSTEM

It is aimed to design a new method that can transform a
secret key into a secret fragment-visible mosaic key of the
same size that has then visual appearance of any freely
selected target key without the need of a database.
Specifically, after a target key is selected arbitrarily, the
given secret key is first divided into rectangular fragments
called tile keys, which then are fit into similar blocks in the
target key, called target blocks, according to a similarity
criterion based on color variations. Next, the color
characteristic of each tile key is transformed to be that of the
corresponding target block in the target key, resulting in a
mosaic key which looks like the target key. Then this
mosaic key should be embed information like pdf, ppt, and
word document and with relevant information for extraction
and then the resulting key should be segmented into equal
parts along with sub key. The segmented parts and sub key
stored into the sub servers and the main key will be given to
the Gmail server. If the valid person identified by the Gmail
Server then the sub servers provide the segmented parts then
by using the sub key the original mosaic key should be
reconstructed. From Original mosaic key the secret key and
information should be reconstructed based on lossless
recovery manner.

Advantages

e For guaranteed communication efficiency and to save
network bandwidth, compression techniques can be
implemented on digital content to reduce redundancy.

e The quality of the decompressed key should be
preserved.

e The combined module increase implementation
efficiency. This scheme also be used for the integrity
authentication of the keys.

e Produce meaningful noise key so attackers hard to
detect information.

e Our proposed scheme does not need any interactions
among the participating players and is proved security
in the standard model.

e This proposed scheme does not need any interaction
among the players in key update and signing algorithms
this factor is different from the existing system.

e Therefore, the users belongs to the group can update
their shares and sign the message, possibly in a
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completely decentralized fashion, which
valuable in ad-hoc circumstances.
e This scheme has constant signing time and signature

size.

is very

V.CONCLUSION

A new visual less ID based forward-secure threshold
signature scheme is proposed in this work. The running
costs needed for key generation, key updation, signing and
verifying algorithms are at most log-squared of the total
number of time periods T which is computationally less
compared to the other existing methods. The big advantage
of the proposed scheme over all the previous schemes are
that it does not need any interaction among the players and
is proved to be secure without using random oracles. A new
secure key transmission method has been proposed, which
not only can create visible mosaic keys but also can
transform a mosaic key into visual less cellular key . The
secret-fragment visible mosaic keys have very high visual
similarities to arbitrarily-selected target keys. The visual less
cellular key created based on converting overflows and
underflows in the values of the pixels’ colors. The cellular
key should be segmented and it can be stored on multiple
servers by using pin number. At the retrieval time by
providing the pin number and one time password the cellular
key should be created from segmented key. By using chaos
based decryption the mosaic key should be created from
cellular key. Also, the original secret keys can be recovered
nearly losslessly from the created mosaic keys.
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