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Abstract: Today the number of users in cloud computing are increasing tremendously due to its advantage of
providing flexible storage requirement. Due to the high volume and velocity of big data, it is an effective option to
store big data in the cloud Attribute-Based Encryption (ABE) is a promising technique to ensure the end-to-end
security of big data in the cloud. However, the policy updating has always been a challenging issue when ABE is used
to construct access control schemes. A trivial implementation is to let data owners retrieve the data and re-encrypt it
under the new access policy, and then send it back to the cloud. This method, however, incurs a high communication
overhead and heavy computation burden on data owners. In this project, we propose a novel scheme that enabling
efficient access control with dynamic policy updating for big data in the cloud. We focus on developing an
outsourced policy updating method for ABE systems. This method can avoid the over flow of data by reusing
previously encrypted data with old access policies and also we propose the automatic encryption of the data by
using a single algorithm so it reduces the work complexity of the data owners and time consumption in decryption
part. The analysis shows that our policy updating outsourcing scheme is correct, complete, secure and efficient.

Keywords: Access control, Attribute Based Encryption (ABE), Policy Updating, Outsourcing, Big Data, Cloud.

I. INTRODUCTION

Cloud computing is one of the emerging technologies. The
cloud computing contains huge open distributed system. It is
important to protect the data and privacy of users. Access
Control methods ensure that authorized users access the data
and the system. Access control is generally a policy or
procedure that allows, denies or restricts access to a system.
It may, as well, monitor and record all attempts made to
access a system. Access Control may also identify users
attempting to access a system unauthorized. It is a
mechanism which is very much important for protection in
computer security.

The need to store information externally has never been
higher: With users and organizations expecting to access and
modify information across multiple platforms and
geographic locations, there are numerous advantages to
storing data in the cloud. However, there is a natural
resistance to the idea of handing over sensitive information
to external storage. Since these databases are often called
with valuable data, they are high value targets for attackers
and security breaches in such systems are not uncommon,
especially by insiders. In addition, organizations with access
to extremely sensitive data might not want to give an outside
server
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any access to their information at all. Similar problems can
easily arise when dealing with centralized storage within a
single organization, where different users in different
departments have access to varying levels of sensitive data.
A first step in addressing this problem of trust is to only
store information in encrypted form. However, data access is
not static as employees are hired, fired or promoted, it will
be necessary to change who can access certain data. A
natural solution to this problem is to have users authenticate
their credentials before giving them access to data; but such
an approach requires a great deal of trust in the server: a
malicious party may be able to penetrate the server and
bypass authentication by exploiting software vulnerabilities.
A solution that avoids this problem is to use
cryptographically enforced access control such as attribute-
based encryption (ABE).

The system model consists of the following entities:
authorities (AA), cloud server (server), data owners
(owners) and data consumers (users).

Authority: Every authority is independent with each other
and is responsible for managing attributes of users in its
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domain. It also generates a secret/public key pair for each
attribute in its domain, and generates a secret key for each
user according to his/her attributes.

Server: The cloud server stores the data for data owners and
provides data access service to users. The server is also
responsible for updating cipher texts from old access
policies to new access policies.

Owner: The data owners define access policies and encrypt
data under these policies before hosting them in the cloud.
They also ask the server to update access policies of the
encrypted data stored in the cloud. After that, they will
check whether the server has updated the policies correctly.
User. Each user is assigned with a global user identity and
can freely get the ciphertexts from the server. The user can
decrypt the ciphertext, only when its attributes satisfy the
access policy defined in the ciphertext.

Figure 1: System Model

1. ACCESS CONTROL

Access control gives the authorization to the users which
gives the access privileges on data and other resources.
Access control can be enabled in most of the computing
environment such as Peer to Peer, Grid and Cloud. Cloud
storage services are accessed through a cloud storage
gateway.

Access control is generally said to be policy or procedure
that allows, denies or restricts access to a system. It also
identifies when the unauthorized users trying to access the
system. The mostly used access control methods are identity
based access control models. Access control in cloud
depends on the cloud storage and its data security and the
access option becomes very necessary option in cloud.
Access control is very important part in the data centre of
government and business Access policies are an always high
level decision that determines how access are controlled and
access decisions are made. The purpose of access control in
cloud is to prevent the access on object in cloud by
unauthorized users of that particular cloud which will
enhance security in the cloud environment.
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I11. ACCESS CONTROL TYPES
a) Discretionary Access Control

This is the traditional access control in which user has the
complete control over all the programs. DAC is based on
giving access to the user on the basis of user identity and
authorization which is defined for open policies.DAC owns
and executes and also it determines permissions to the
particular user to the object each individual request to access
an object that has been checked. In DAC access method
flexibility will be good. In this method most of the
authorization is specified explicitly and also authorizations
of individual user is closed

DAC consists of access rules and access attributes .The
access attributes allows the system to define several distinct
level of authorization, and the access rules provide the
mechanism for the cloud to prevent unauthorized access of
sensitive information. DAC provides controlled sharing of
objects among various subjects. In DAC the owner of an
object can choose to grant access permissions to other users.
Access control list is associated with each object’s file
system. A simple form of Discretionary access control can
be file passwords and giving access to the authorized
users.In DAC there is no assurance on flow of information
and also there is no restriction on the usage of information
this will make the confusion on the usage of information and
also information will be lost. It can be easily attacked by
third parties. There is no consistency on information.

b) Mandatory Access Control

Mandatory access control is based on the access of objects
to number of subjects. Mandatory access control is mainly
based on the security level. In this individual cannot change
the access.MAC used to protect network and file system,
block users from accessing without appropriate
authorization. In MAC the users will not be permitted to
change the access control and its security level In MAC
every access to the user will be mediated so the information
that is accessed through cloud is more secure. Here access is
authorized or restricted to objects based on the time of day
depending on the security level on the resource and user
credential. The major drawback in MAC is that once the
security level is identified to particular subject in the
hierarchy it won’t modify the security level.

¢) Role-Based Access Control

In role based access control access decisions are based on
the individual’s roles and responsibilities within the cloud
environment. It formulates the user’s access to the system
based on the activities that the user has been executed in the
cloud. It requires the identification of roles of users on the
system. Role can be set of objects or actions associated with
the subject. Role may vary depends on the user’s priority.
RBAC provides the web based application security. Roles
are assigned based on the particular cloud organizational
structure with their security policies. Each role in the
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organization’s profile includes all authorized users,
commands, transaction and allowable information access.
RBAC allows users to execute multiple roles at the same
time and roles are the useful approach to organizations such
as cloud, grid and peer to peer environment. In some cases
the only one role can be assigned to one user and it
recognize the same roles to other users jointly. System
administrators only can be able to create roles and granting
permissions to those roles. Sometimes it is difficult to reach
which privilege to which user it has been associated with a
particular role. Permissions associated with each role can be
deleted or changed based on the privilege of role change.
Job roles are assigned based on the least privilege but still
change of role of user might have some confusion when
considering the permissions of each user associated with that
role.

d) Attribute-based access control

ABAC defines an access control paradigm whereby access
rights are granted to users through the use of policies which
combine attributes together. The policies can use any type of
attributes (user attributes, resource attributes, environment
attribute etc.). Attribute values can be set-valued or atomic-
valued. Set-valued attributes contain more than one atomic
value. ABAC is attribute based access control normally
considers identification, authentication, authorization and
accountability. In attribute based access control the
attributes are considered based on the user’s request and the
type of access user wish to access and the needed resources
of user. ABAC is more secure and flexible and scalable and
it provides hierarchical structure. Set of user attributes will
be maintained individually.

A

ASSET | RULES /
ATTRIB
ATTRIB

ATTRIB

P
ATTRIB

~——

A
ATTRIB

Figure 2:Attribute-based access control

ABAC is a logical access control model that is
distinguishable because it controls access to objects by
evaluating rules against the attributes of the entities (subject
and object) actions and the environment relevant to a
request. ABAC systems are capable of enforcing both
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Discretionary Access Control (DAC) and Mandatory Access
Control (MAC) models. The rules or policies that can be
implemented in an ABAC model are limited only to the
degree imposed by the computational language. This
flexibility enables the greatest breadth of subjects to access
the greatest breadth of objects without specifying individual
relationships between each subject and each object. As new
subjects join the organization, rules and objects do not need
to be modified. As long as the subject is assigned the
attributes necessary for access to the required objects no
modifications to existing rules or object attributes are
required

IV. ATTRIBUTE BASED ENCRYPTION (ABE)

An attribute based encryption scheme introduced by Sahai
and Waters in 2005 and the goal is to provide security and
access control. Attribute-based encryption (ABE) is a
public-key based one to many encryption that allows users
to encrypt and decrypt data based on user attributes. In
which the secret key of a user and the ciphertext are
dependent upon attributes (e.g. the country she lives, or the
kind of subscription she has). In such a system, the
decryption of a ciphertext is possible only if the set of
attributes of the user key matches the attributes of the
ciphertext. Decryption is only possible when the humber of
matching is at least a threshold value d. Collusion-resistance
is crucial security feature of Attribute-Based Encryption
An adversary that holds multiple keys should only be able
to access data if at least one individual key grants access.
The problem with attribute based encryption (ABE) scheme
is that data owner needs to use every authorized user's public
key to encrypt data. The application of this scheme is
restricted in the real environment because it use the access
of monotonic attributes to control user's access in the
system.

a) Key Policy Attribute Based Encryption(KP-ABE)

It is the modified form of classical model of ABE. Users are
assigned with an access tree structure over the data
attributes. Threshold gates are the nodes of the access tree.
The attributes are associated by leaf nodes. To reflect the
access tree Structure the secret key of the user is defined.
Ciphertexts are labelled with sets of attributes and private
keys are associated with monotonic access structures that
control which ciphertexts a user is able to decrypt. Key
Policy Attribute Based Encryption (KP-ABE) scheme is
designed for one-to-many communications. KP-ABE
scheme consists of the following four algorithms:

Setup: Algorithm takes input K as a security
parameter and returns PK as public key and a
system master secret key MK.PK is used by
message senders for encryption. MK is used to
generate user secret keys and is known only to the
authority.

Encryption: Algorithm takes a message M, the
public key PK, and a set of attributes as input. It
outputs the ciphertext E.

Key Generation: Algorithm takes as input an
access structure T and the master secret key MK. It
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outputs a secret key SK that enables the user to
decrypt a message encrypted under a set of
attributes if and only if matches T.
Decryption: It takes as input the user’s secret key
SK for access structure T and the ciphertext E,
which was encrypted under the attribute set . This
algorithm outputs the message M if and only if the
attribute set satisfies the user’s access structure T.
The KP-ABE scheme can achieve fine-grained access
control and more flexibility to control users than ABE
scheme.
The problem with KP-ABE scheme is the encryptor
cannot decide who can decrypt the encrypted data. It can
only choose descriptive attributes for the data, it is
unsuitable in some application because a data owner has to
trust the key issuer.

b) Cipher Text Policy Attribute Based Encryption

Another modified form of ABE called CP-ABE introduced
by Sahai. In a CP-ABE scheme, every ciphertext is
associated with an access policy on attributes, and every
user’s private key is associated with a set of attributes. A
user is able to decrypt a ciphertext only if the set of
attributes associated with the user’s private key satisfies the
access policy associated with the ciphertext. CP-ABE works
in the reverse way of KP-ABE. The access structure of this
scheme or algorithm, it inherit the same method which was
used in KP-ABE to build. And the access structure built in
the encrypted data can let the encrypted data choose which
key can recover the data, it means the user's key with
attributes just satisfies the access structure of the encrypted
data. And the concept of this scheme is similar to the
traditional access control schemes. The encryptor who
specifies the threshold access structure for his interested
attributes while encrypting a message. Based on this access
structure message is then encrypted such that only those
whose attributes satisfy the access structure can decrypt the
most existing ABE schemes are derived from the CPABE
scheme.

CP-ABE scheme consists of following four algorithms:

Setup : This algorithm takes as input a security
parameter K and returns the public key PK as well
as a system master secret key MK. PK is used by
message senders for encryption. MK is used to
generate user secret keys and is known only to the
authority.

Encrypt : This algorithm takes as input the public
parameter PK, a message M, and an access
structure T. It outputs the ciphertext CT.

Key-Gen : This algorithm takes as input a set of
attributes associated with the user and the master
secret key MK. It outputs a secret key SK that
enables the user to decrypt a message encrypted
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under an access tree structure T if and only if
matches T.

Decrypt This algorithm takes as input the
ciphertext CT and a secret key SK for an attributes
set . It returns the message M if and only if satisfies
the access structure associated with the ciphertext
CT.

It improves the disadvantage of KP-ABE that the encrypted
data cannot choose who can decrypt. It can support the
access control in the real environment. In addition, the user's
private key is in this scheme, a combination of a set of
attributes, so an user only use this set of attributes to satisfy
the access structure in the encrypted data. Drawbacks of the
most existing CP-ABE schemes are still not fulfilling the
enterprise requirements of access control which require
considerable flexibility and efficiency. CPABE has
limitations in terms of specifying policies and managing
user attributes. In a CP-ABE scheme, decryption keys only
support user attributes that are organized logically as a
single set, so the users can only use all possible
combinations of attributes in a single set issued in their keys
to satisfy policies. After that ciphertext-policy attribute set
based encryption. ASBE is an extended form of CP-ABE. It
organizes user attributes into a recursive set based structure
and allows users to impose dynamic constraints on how
those attributes may be combined to satisfy a policy. The
CP-ASBE consists of recursive set of attributes. The
challenge in constructing a CP-ASBE scheme is in
selectively allowing users to combine attributes from
multiple sets within a given key. There is challenge for
preventing users from combining attributes from multiple
keys.

c) Attribute-based Encryption Scheme with Non-
Monotonic Access Structures

Previous ABE schemes were limited to expressing only
monotonic access structures and there is no satisfactory
method to represent negative constraints in a key’s access
formula. Ostrovsky et al. proposed an attribute-based
encryption with non-monotonic access structure in 2007.
Non-monotonic access structure can use the negative word
to describe every attributes in the message, but the
monotonic access structure cannot.

This scheme contains four algorithms:

Setup(d): In the basic construction, a parameter d
specifies how many attributes every ciphertext has.
Encryption (M, y,PK): To encrypt a message M ¢
GT under a set of d attributes y C Zp, choose a
random value s € Zp and output the ciphertext E.
Key Generation("A,MK,PK): This algorithm
outputs a key D that enables the user to decrypt an
encrypted message only if the attributes of that
ciphertext satisfy the access structure
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Techniques/ ABE KP-ABE CP-ABE HABE MA-ABE
parameter
Fine Grained Low Low, High If There | Average Realization | Good Better
Access Control Is Re-encryption Of Complex Access | Access Access
Technique Control Control Control
Efficiency Average | Average, High For | Average, Not Flexible Scalable
Broadcast Type Efficient For Modern
System Enterprise
Environment
Computational High Most Of Average Some Of Average
Overhead Computational Computational Overhead
Overheads Overheads
Collusion Average | Good Good Good High
Resistant Collusion
Resistant

Decrypt(CT;D): Input the encrypted data CT and
private key D, if the access structure is satisfied it
generate the original message M. It enable Non-
monotonic policy.

The problem with Attribute-based Encryption Scheme with
Non- Monotonic Access Structures is that there are many
negative attributes in the encrypted data, but they don't relate
to the encrypted data. It means that each attribute adds a
negative word to describe it, but these are useless for
decrypting the encrypted data. It can cause the encrypted
data overhead becoming huge. It is inefficient and complex
each ciphertext needs to be encrypted with d attributes,
where d is a system-wise constant.

d) Hierarchical attribute-based Encryption

This scheme Hierarchical attribute-based encryption
(HABE) is derived by Wang et al The HABE model ( Fig 1)
consists of a root master (RM) that corresponds to the third
trusted party (TTP),multiple domain masters (DMs) in
which the top-level DMs correspond to multiple enterprise
users, and numerous users that correspond to all personnel in
an enterprise. This scheme
used the property of hierarchical generation of keys in HIBE
scheme to generate keys.
Then, HABE scheme is defined by presenting randomized
polynomial time algorithms as follows:
Setup (K)—(params,MK(0): The RM takes a
sufficiently large security parameter K as input, and
outputs system parameters params and root master
key MKO. CreateDM(params,MKi, PKi+l) —
(MKi+1): Whether the RM or the DM generates
master keys for the DMs directly under it using
params and its master key.
CreateUser(params,MKi, PKu, PKa) — (SKi,u,
SKi,u,a):The DM first checks whether U is eligible
for a, which is administered by itself. If so, it
generates a user identity secret key and a user
attribute secret key for U, using params and its
master key; otherwise, it outputs “NULL”.
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Encrypt(params; f ;A; {PKala E AY)—(CT): A
user takes a file f, a DNF access control policy A,

and public

keys of all attributes in A, as inputs, and outputs a
ciphertext CT.

Decrypt(params, CT,

SKi,u,{SKi,u,alaECCj}—(f): A user, whose
attributes satisfy the j-th conjunctive clause CCj,
takes params, the ciphertext, the user identity secret
key, and the user attribute secret keys on all
attributes in CCj, as inputs, to recover the plaintext.

This scheme can satisfy the property of fine grained access
control, scalability and full delegation. It can share data for
users in the cloud in an enterprise environment.

Furthermore, it can apply to achieve proxy re-encryption [4].
But in practice, it is unsuitable to implement. Since all
attributes in one conjunctive clause in this scheme may be
administered by the same domain authority, the same
attribute may be administered by multiple domain
authorities.

e) Multi-Authority Attribute Based Encryption

V Bozovic, D Socek, R Steinwandt, and Vil-lanyi,
introduce Multi-authority attribute-based encryption. In this
scheme it use multiple parties to distribute attributes for
users. A Multi Authority ABE system is composed of K
attribute authorities and one central authority. Each attribute
authority is also assigned a value dk. The system uses the
following algorithms:
Setup : A randomized algorithm which must be run
by some security parameter. Outputs a public key,
secret key pair for each of the attribute authorities,
and also outputs a system public key and master
secret key which will be used by the central
authority.
Attribute Key Generation : A randomized
algorithm run by an attribute authority. Takes as
input the authority’s secret key, the authority’s
value dk, a user’s GID, and a set of attributes in the
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authority’s domain AkC. (We will assume that the
user’s claim of these attributes has been verified
before this algorithm is run). Output secret key for
the user. Central Key Generation : A randomized
algorithm run by the central authority. Takes as
input the master secret key and a user’s GID and
outputs secret key for the user.

Encryption : A randomized algorithm run by a
sender. Takes as input a set of attributes for each
authority, a message, and the system public key.
Outputs the ciphertext.

Decryption : A deterministic algorithm run by a
user. Takes as input a cipher-text, which was
encrypted under attribute set AC and decryption
keys for an attribute set Au. Outputs a message m if
|Ak C NAk u| >dk for all authorities k.

f) Attribute-Based Access Control with Efficient

Revocation in Data Outsourcing Systems:

This paper proposes an access control mechanism based on
cipher text-policy attribute-based encryption to enforce
access control policies with efficient attribute and user
revocation method. The fine-grained access control can be
achieved by dual encryption scheme. This dual encryption
mechanism takes advantage of the attribute-based
encryption and selective group key distribution in each
attribute group. The advantage of this scheme is securely
managing the outsourced data. This scheme achieve efficient
and secure in the data outsourcing systems.

Drawback:

* Huge issue in Enforcement of authorization policies and
the support of policy updates.

g) Attribute-Based Verifiable
Outsourced Decryption:

Encryption  with

This scheme changes the original model of ABE with
outsourced decryption to allow for verifiability of the
transformations in existing system. This new model
constructs a concrete ABE scheme with verifiable
outsourced decryption also does not rely on random oracles.
Security Issue: Multi-authority CP-ABE protocol allows the
central authority to decrypt all the cipher texts, because it
contains the master key of the system; Revocation Issue:
Protocol does not support attribute revocation.

h) Improving Privacy and Security in Multi-Authority
Attribute-Based Encryption:

In this paper a multi-authority ABE scheme, multiple
attribute-authorities monitor different sets of attributes and
issue corresponding decryption keys to users, and encryptors
can require that a user obtain keys for appropriate attributes
from each authority before decrypting a message. This
method removes the trusted central authority, and protects
the users’ privacy by preventing the authorities from pooling
their information on particular users, thus making ABE
more usable in practice
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i) Attribute Based Data Sharing with Attribute
Revocation:

This paper use semi-trustable on-line proxy servers. This
server enables the authority to revoke user attributes with
minimal effort. This scheme was uniquely integrating the
technique of proxy re-encryption with CP-ABE, and also
enables the authority to delegate most of laborious tasks to
proxy servers. The advantages of this scheme is More
Secure against chosen cipher text attacks. Provide
importance to attribute revocation which is difficult for CP-
ABE schemes.

Drawback:

The storage overhead could be high if proxy servers keep all
the proxy re-key.

V.SYSTEM ANALYSIS

In this paper, we focus on solving the policy updating
problem in ABE systems, and propose a secure and
verifiable policy updating outsourcing method. Instead of
retrieving and re-encrypting the data, data owners only send
policy updating queries to cloud server, and let cloud server
update the policies of encrypted data directly, which means
that cloud server does not need to decrypt the data
before/during the policy updating. Our scheme can not only
satisfy all the above requirements, but also avoid the transfer
of encrypted data back and forth and minimize the
computation work of data owners by making full use of the
previously encrypted data under old access policies in the
cloud. The contributions of this paper include:

1) Formulate the policy updating problem in ABE
systems and develop a new method to outsource the policy
updating to the server.

2) Propose an expressive and efficient data access
control scheme for big data, which enables efficient
dynamic policy updating.

3) Design policy updating algorithms for different
types of access policies.

Compared to the conference version, we also propose an
efficient and secure policy checking method that enables
data owners to check whether the cipher texts have been
updated correctly by cloud server. In this method, we do not
require any help of data users, and data owners can check
the correctness of the cipher text updating by their own
secret keys and checking keys issued by each authority. Our
method can also guarantee data owners cannot use their
secret keys to decrypt any cipher texts encrypted by other
data owners, although their secret keys contain the
components associated with all the attributes.

Moreover, we discuss some key features of the attribute
based access control scheme and show how it is suitable for
big data access control in the cloud. What’s more, we also
add more performance evaluation on policy updating
algorithms and the policy checking method.
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VI. SOFTWARE ENVIRONMENT:

The Java Platform: A platform is the hardware or software
environment in which a program runs. We’ve already
mentioned some of the most popular platforms like
Windows 2000, Linux, Solaris, and MacOS. Most platforms
can be described as a combination of the operating system
and hardware. The Java platform differs from most other
platforms in that it’s a software-only platform that runs on
top of other hardware-based platforms. The Java platform
has two components:

* The Java Virtual Machine (Java VM)

* The Java Application Programming Interface (Java API)
It’s the base for the Java platform and is ported onto various
hardware-based platforms. The Java APl is a large
collection of ready-made software components that provide
many useful capabilities, such as graphical user interface
(GUI) widgets. The following figure depicts a program
that’s running on the Java platform. As the figure shows, the
Java API and the virtual machine insulate the program from
the hardware.

ODBC:

Microsoft Open Database Connectivity (ODBC) is a
standard programming interface for application developers
and database systems providers. Before ODBC became a de
facto standard for Windows programs to interface with
database systems, programmers had to use proprietary
languages for each database they wanted to connect to.

Now, ODBC has made the choice of the database system
almost irrelevant from a coding perspective, which is as it
should be. Application developers have much more
important things to worry about than the syntax that is
needed to port their program from one database to another
when business needs suddenly change. For example, the
data source named Sales Figures might be a SQL Server
database, whereas the Accounts Payable data source could
refer to an Access database. The physical database referred
to by a data source can reside anywhere on the LAN.

Policy Updating : To update the access policy of the
encrypted data in the cloud, we delegate the ciphertext
update from the data owner to the cloud server, such that the
heavy communication overhead of the data retrieval can be
eliminated and the computation cost on data owners can also
be reduced.

The proposed attribute-based access control ABAC) method
is quite suitable for controlling big data than traditional
access control methods due to the following features:

1) Policy Checking Entity Free: In ABAC, access
policies are defined by data owners but do not
require any entity (e.g., the server) to check these
policies. Instead, access policies in ABAC are
enforced implicitly by the cryptography. Due to
this key feature, ABAC is widely applied to control
big data in cloud environments, where cloud
servers are not trusted to enforce access policies.

2) Storage Efficiency: In traditional Public Key
Cryptography, for each data, multiple copies of
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ciphertexts are produced whose number is
proportional to the number of users. Considering
the high volume of big data, it incurs a huge
storage overhead even when only doubling the
volume of big data.

3) Dynamic Policies but Same Keys: Data owners can
use the same public key to encrypt data under
different access policies, and users do not need to
change their secret keys either. What’s more, data
owners can change access policies of existing
ciphertexts by simply sending a request to the cloud
server, and let the server do the policy change
without leaking out any sensitive information of the
data as well as the keys.

VIl. CONCLUSION

The advancement of cloud computing is dramatically
changing the horizon of information technology and
ultimately turns the utility computing into a reality. Firstly
this paper presents an introduction to cloud computing and
discusses about characteristics of a cloud computing.
Secondly focused on the different types of access control
such as Discretionary Access control, Mandatory Access
Control, Role-Based Access Control and Attribute Based
Access Control and also detailed view about the Attribute
based encryption. This paper analyzed about the policy
updating problem in big data access control systems and
formulated the challenging requirements like data overload
and time consumption of this problem.
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